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Abstract

We first propose the notion of universal anonymizable public-key encryption. Suppose that
we have the encrypted data made with the same security parameter, and that these data do not
satisfy the anonymity property. Consider the situation that we would like to transform these
encrypted data to those with the anonymity property without decrypting these encrypted data.
In this paper, in order to formalize this situation, we propose a new property for public-key
encryption called universal anonymoizablity. We then propose the universal anonymizable public-
key encryption schemes based on RSA-OAEP, the ElGamal encryption, and the Cramer-Shoup
encryption schemes, and prove their security.
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1 Introduction

The classical security requirement of public-key encryption schemes is that it provides privacy of the
encrypted data. Popular formalizations such as indistinguishability or non-malleability, under either
the chosen-plaintext or the chosen-ciphertext attacks are directed at capturing various data-privacy
requirements.

Bellare, Boldyreva, Desai, and Pointcheval [1] proposed a new security requirement of encryption
schemes called “key-privacy” or “anonymity.” It asks that an encryption scheme provides (in addition
to privacy of the data being encrypted) privacy of the key under which the encryption was performed.
That is, if an encryption scheme provides the key-privacy, then the receiver is anonymous from the
point of view of the adversary.

Anonymous encryption schemes have various applications such as anonymous authenticated key
exchange protocol (Krawczyk [11]), anonymous credential system (Camenisch and Lysyanskaya [4]),
and auction protocols (Sako [14]).

In addition to the notion of key-privacy, they provided the RSA-based key-privacy encryption
scheme, RSA-RAEP, which is a variant of RSA-OAEP (Bellare and Rogaway [2], Fujisaki, Okamoto,
Pointcheval, and Stern [7]). Recently, Hayashi, Okamoto, and Tanaka [9] proposed the RSA-based
key-privacy encryption scheme by using the RSACD function, and Hayashi and Tanaka [10] also
constructed the RSA-based key-privacy encryption scheme by using the sampling twice technique.
With respect to the discrete-log based schemes, Bellare, Boldyreva, Desai, and Pointcheval [1] proved
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that the ElGamal and the Cramer-Shoup encryption schemes provide the anonymity property when
all of the users use a common group.

Suppose that we have the encrypted data made with the same security parameter, and that these
data do not satisfy the anonymity property. Consider the situation that we would like to transform
these encrypted data to those with the anonymity property without decrypting these encrypted data.
In this paper, in order to formalize this situation, we propose a special type of public-key encryption
scheme called a universal anonymizable public-key encryption scheme. The universal anonymizable
public-key encryption scheme consists of a standard public-key encryption scheme PE and two other
additional algorithms, that is, an anonymizing algorithm /A and a decryption algorithm DA for
anonymized ciphertexts. We can use P& as a standard encryption scheme which is not necessary to
have the anonymity property. Furthermore, in this scheme, by using the anonymizing algorithm U.A,
anyone who has a standard ciphertext can anonymize the ciphertext with its public key whenever
she wants to do that. The receiver can decrypt the anonymized ciphertext by using the decryption
algorithm DA for anonymized ciphertexts. Then, the adversary cannot know under which key the
anonymized ciphertext was created.

To formalize the security properties for universal anonymizable public-key encryption, we de-
fine three requirements, the key-privacy, the data-privacy on standard ciphertexts, and that on
anonymized ciphertexts.

We then propose the universal anonymizable public-key encryption schemes based on RSA-OAEP,
the ElGamal encryption, and the Cramer-Shoup encryption schemes, and prove their security.

We show the key-privacy property of our schemes by a similar argument as in [1]. The argument
in [1] for the discrete-log based scheme depends heavily on the situation where all of the users employ
a common group. However, in our descrete-log based schemes, we do not use the common group for
obtaining the key-privacy property. Therefore, we cannot straightforwardly apply their argument to
our schemes. To prove the key-privacy property of our schemes, we employ the idea described in [5]
by Cramer and Shoup, where we encode the elements of QR,, (a group of quadratic residues modulo
p) where p = 2¢ + 1 and p, ¢ are prime to those of Z,. This encoding plays an important role in our
schemes.

The organization of this paper is as follows. In Section 2, we describe the definitions of the RSA
family of trap-door permutations, the DDH problem, and the paired DDH problem. In Section 3, we
formulate the notion of universal anonymizable public-key encryption and its security properties. We
propose the universal anonymizable public-key encryption scheme based on RSA-OAEP in Section 4,
that based on the ElGamal encryption scheme in Section 5, and that based on the Cramer-Shoup
encryption scheme in Section 6. We conclude in Section 7.

2 Preliminaries

In this section, we describe the definitions of the RSA family of trap-door permutations, the DDH
problem, and the paired DDH problem. Our schemes are based on these family and problems.

2.1 The RSA Family of Trap-Door Permutations

Definition 1 (the RSA family of trap-door permutations). The RSA family of trap-door permutations
RSA = (K, E,I) is described as follows. The key generation algorithm K takes as input a security
parameter k and picks random, distinct primes p, q in the range 21k/21-1 < p g < 2[K/2] gpd 2k1 <
pq < 2%, It sets N = pq and picks e,d € Z:;(N) such that ed = 1 (mod ¢(N)). The public key
is N,e, k and the secret key is N,d, k. The evaluation algorithm is En . (x) = x° mod N and the
inversion algorithm is Iy 4x(y) = y* mod N.

We describe the definition of partial one-wayness of RSA.



Definition 2 (f-partial one-wayness of RSA). Let k € N be a security parameter. Let 0 < 6 <1 be
a constant. Let A be an adversary. We consider the following experiments:

Experiment Exp@R'Sp szfnc (k)

(N, k), (N d. })) — K (k): x & Zig: y 2 mod N
x1 < A(pk,y) where |z1]| = [0 - |x|]
if ((z1]]z2)® mod N =y for some z3) return 1 else return 0

Here “||” denotes concatenation, and “x & 775" is the operation of picking an element x uniformly
from Z;. We define the advantages of the adversary via

AV M (k) = Pr(Expgda™ (k) = 1]

where the probability is taken over K, x & Zy, and A. We say that the RSA family RSA is 0-partial
one-way if the function Adv%‘é’ﬁvzfnc(‘) is negligible for any adversary A whose time complexity is

polynomial in k.

The “time-complexity” is the worst case execution time of the experiment plus the size of the code
of the adversary, in some fixed RAM model of computation.

Note that when 8 = 1 the notion of §-partial one-wayness coincides with the standard notion of
one-wayness. Fujisaki, Okamoto, Pointcheval, and Stern [7] showed that the #-partial one-wayness of
RSA is equivalent to the (1-partial) one-wayness of RSA for 6 > 0.5.

2.2 The Decisional Diffie-Hellman Problem

Definition 3 (DDH). Let G be a group generator which takes as input a security parameter k and
returns (g, g) where q is a k-bit integer and g is a generator of a cyclic group Gy of order q. Let D
be an adversary. We consider the following experiments:

Experiment Expdg‘}g'real(k:) Experiment Expg‘}g'rand(k:)
R R
(4,9) = G(k); x,y = Zy (¢,9) — G(k); @,y — Zq
XeghYegi Teg¥| XeghYeg TEG,
d— D(q,9,X,Y,T) d— D(q,9,X,Y,T)
return d return d

The advantage of D in solving the Decisional Diffie-Hellman (DDH) problem for G is defined by
Advi'h(k) = [PrExpd!B™ (k) = 1] — Pr[Expg’p™™ (k) = 1]|.

We say that the DDH problem for G is hard if the function Advdgf%(k) 1s negligible for every algorithm
D whose time-complezity is polynomial in k.

2.3 The Paired Decisional Diffie-Hellman Problem

We now define the paired DDH problem. In order to prove the securities of our schemes based on
the ElGamal and Cramer-Shoup schemes, we use this problem for reductions.

Definition 4 (paired DDH). Let G be a group generator. Let D be an adversary. We consider the



following experiments:

Experiment Expg?gh'real(k:) Experiment Expg?gh'rand(k)
R R
(90, 90) < G(k); wo,y0 — Zg, (90, 90) < G(k); xo,y0 — Zg,
Xo — &% Yo gl To — 2™ | Xo — g2 Yo — g% To & Gy
R R
(q1,91) «— G(k); z1,y1 — Zqg, (q1,91) — G(k); z1,951 — Zg,
Xo—gi's Yoo gl's T gi™ | Xi—gfh Vi gl T8 Gy,
d(_D((Q(th)XOuYO)TO% d<—D((Q()7g()aXO7}/07T0)a
(QDglaXla}/laTl)) (QI7917X1,Y17T1))
return d return d

The advantage of D in solving the paired Decisional Diffie-Hellman problem for G is defined by
AdvlR" (k) = |Pr[Expl " (k) = 1] — Pr[Expl’p ™" (k) = 1]|.

We say that the paired DDH problem for G is hard if the function Advgdgh(k:) s megligible for every
algorithm D whose time-complexity is polynomial in k.

We prove the following theorem, and its proof is in Appendix A.
Theorem 1. The paired DDH problem for G is hard if and only if the DDH problem for G is hard.

3 Universal Anonymizable Public-Key Encryption

In this section, we propose the definition of universal anonymizable public-key encryption schemes
and its security properties.

3.1 The Definition of Universal Anonymizable Public-Key Encryption Schemes
We formalize the notion of universal anonymizable public-key encryption schemes as follows.

Definition 5. A universal anonymizable public-key encryption scheme UAPE = ((K,E,D),UA, DA)
consists of a public-key encryption scheme PE = (K,E, D) and two other algorithms.

o The key generation algorithm K is a randomized algorithm that takes as input a security pa-
rameter k and returns a pair (pk, sk) of keys, a public key and a matching secret key.

o The encryption algorithm & is a randomized algorithm that takes the public key pk and a plain-
text m to return a standard ciphertext c.

o The decryption algorithm D for standard ciphertexts is a deterministic algorithm that takes the
secret key sk and a standard ciphertext ¢ to return the corresponding plaintext m or a special
symbol L to indicate that the standard ciphertext is invalid.

e The anonymizing algorithm UA is a randomized algorithm that takes the public key pk and a
standard ciphertext c, and returns an anonymized ciphertext c .

e The decryption algorithm DA for anonymized ciphertexts is a deterministic algorithm that takes
the secret key sk and an anonymized ciphertext ¢ and returns the corresponding plaintext m or
a special symbol L to indicate that the anonymized ciphertext is invalid.

In the universal anonymizable public-key encryption scheme, we can use PE = (K,&,D) as a
standard encryption scheme. Furthermore, in this scheme, by using the anonymizing algorithm
UA, anyone who has a standard ciphertext can anonymize the ciphertext whenever she wants to do
that. The receiver can decrypt the anonymized ciphertext by using the decryption algorithm DA for
anonymized ciphertexts.



3.2 Security Properties of Universal Anonymizable Public-Key Encryption Scheme

We now define two security properties with respect to universal anonymizable public-key encryption
schemes.

3.2.1 Key-Privacy

First, we define the security property called key-privacy of universal anonymizable public-key encryp-
tion schemes. If the scheme provides the key-privacy, the adversary cannot know under which key
the anonymized ciphertext was encrypted.
Definition 6 (Key-Privacy). Let b € {0,1} and k € N. Let Acpa = (Ala, A2pa)s Acca = (Aleas Aer)
be adversaries that run in two stages and where Acca has access to the oracles Dy (-), Ds, (+),
DAgk, (), and DAgg, (-). Note that si is the state information. It contains pko,pki, and so on. For
atk € {cpa, cca}, we consider the following experiment:
Experiment Expgigzkj’mk (k)

(pko, Sk‘o) — IC(k), (pk‘l, 8/61) — K(k)

(mo, mu,si) Al (pko,ph1); ¢ — Epiy (my); ¢ UAy, (0); d — A2 (¢,si)

return d

Note that mg and my are chosen from the message spaces for pkg and pki, respectively. Above it is
mandated that A%, never queries the challenge ¢’ to either DAy, (-) or DAgk, (+). For atk € {cpa,

cca
cca}, we define the advantage via

key-atk key-atk-1 key-atk-0
Adv;pea . (k) = |PrExpyipea., (k) = 1] — PrExpipe a., (k) = 1]|.

We say that a universal anonymizable public-key encryption scheme UAPE provides the the key-
privacy against the chosen plaintext attack (respectively the adaptive chosen ciphertext attack) if the
function Advfz;g;cpa(-) (resp. Adv}j,%igi A, (1)) is negligible for any adversary A whose time
complezity is polynomial in k.

Bellare, Boldyreva, Desai, and Pointcheval [1] proposed a security requirement of the encryption
schemes called “key-privacy.” Similar to the above definition, it asks that the encryption provides
privacy of the key under which the encryption was performed. In addition to the property of the
universal anonymizability, there are two differences between their definition and ours.

In [1], they defined the encryption scheme with some common-key which contains the common
parameter for all users to obtain the key-privacy property. For example, in the discrete-log based
schemes such that the ElGamal and the Cramer-Shoup encryption schemes, the common key contains
a common group G, and the encryption is performed over the common group for all uses.

On the other hand, in our definition, we do not prepare any common key for obtaining the
key-privacy property. In the universal anonymizable public-key encryption scheme, we can use the
standard encryption scheme which is not necessary to have the key-privacy property. In addition to
it, anyone can anonymize the ciphertext by using its public key whenever she want to do that, and
the adversary cannot know under which key the anonymized ciphertext was created.

The definition in [1], they considered the situation that the message space was common to each
user. Therefore, in the experiment of their definition, the adversary chooses only one message m from
the common message space and receives a ciphertext of m encrypted with one of two keys pko and
pkl.

In our definition, we do not use common parameter, the message spaces for users may be different
even if the security parameter is fixed. In fact, in Sections 5 and 6, we propose the encryption
schemes whose message spaces for users are different. Therefore, in the experiment of our definition,
the adversary chooses two messages mg and my where mg and m; are in the message spaces for pkg



and pk1, respectively, and receives either a ciphertext of mg encrypted with pkg or a ciphertext of mq
encrypted with pki. The ability of the adversary with two messages mg and m; might be stronger
than that with one message m.

3.2.2 Data-Privacy

Second, we define the security property called data-privacy of universal anonymizable public-key
encryption schemes. The definition is based on the indistinguishability for standard public-key en-
cryption schemes.

We can consider two types of data-privacy, that is, the data-privacy on standard ciphertexts and
that on anonymized ciphertexts.

Definition 7 (Data-Privacy of Standard Ciphertexts). Let b € {0,1} and k € N. Let Acpa =
(Alsas A200): Acca = (Aleas Alea) be adversaries that run in two stages and where Acca has access to
the oracles Dsk, (+), Dsk, (+), DAsk, (+), and DAgy, (). For atk € {cpa, cca}, we consider the following
experiment:
Experiment Expg,ﬁ%séf‘gl:i (k)

(pk, sk) — K(k)

(o, m1,si) — ALy (ph); ¢ Eplma); d — A2, (c,si)

return d

Note that mgo and my are chosen from the message space for pk. Above it is mandated that A?

cca
queries the challenge c to either Dy, (-) or Dg, (+). It is also mandated that A2, never queries either
the anonymized ciphertests ¢ € {UAp,(c)} to DAg,(-) or ¢ € {UApk, ()} to DA, (-). For atk €

{cpa, cca}, we define the advantage via

never

AdvitRe | (k) = |Pr[Expiipeic) (k) = 1] — PrlExpiiipa il (k) = 1]].

We say that a universal anonymizable public-key encryption scheme UAPE provides the data-privacy
on standard ciphertexts against the chosen plaintext attack (respectively the adaptive chosen ciphertext
attack) if the function Advgﬁ;s;gipa(-) (resp. Advﬂﬂﬁéﬁiw(-) ) is negligible for any adversary A
whose time complezity is polynomial in k.

Definition 8 (Data-Privacy of Anonymized Ciphertexts). Let b € {0,1} and k € N. Let Acpa =
(A(l:pa, Agpa), Acea = (AL, A2.,) be adversaries that run in two stages and where Acea has access to

the oracles Dsi, (+), Dk, (+), DAsk, (+), and DAg, (). For atk € {cpa, cca}, we consider the following
experiment:

Experiment Expﬁ,ﬁ%ﬁgﬁ:ﬁ(lﬂ)

(pk, sk) — K(k)
(mo,ma,si) «— AL, (pk); ¢ — Epr(mp); ¢ — UA(c); d— A%, (c,si)
return d

Note that mg and my are chosen from the message space for pk. Above it is mandated that A2,

never queries the challenge ¢ to either DAg, () or DAy, (-). For atk € {cpa, cca}, we define the
advantage via

AQViEERE, (k) = [Pr{Expis ! () = 1] - PrExpipy s (k) = 1]

We say that the universal anonymizable public-key encryption scheme UAPE provides the data-
privacy on anonymized ciphertexts against the chosen plaintext attack (respectively the adaptive cho-
sen ciphertext attack) if the function Advﬁ,ﬁ?ﬁéﬁia(-) (resp. Advﬂ,ﬁ%%ﬁifca(-) ) is negligible for any
adversary A whose time complexity is polynomial in k.



We say that a universal anonymizable public-key encryption scheme UAPE is CPA-secure (re-
spectively CCA-secure) if the scheme UAPE provides the key-privacy, the data-privacy on standard
ciphertexts, and that on anonymized ciphertexts, against the chosen plaintext attack (resp. the
adaptive chosen ciphertext attack).

4 RSA-OAEP and its Universal Anonymizability

In this section, we propose a universal anonymizable RSA-OAEP scheme.

4.1 RSA-OAEP

Definition 9 (RSA-OAEP). RSA-OAEP PERC = (KRO, RO DRO) s as follows. Let k, ko and k; be
security parameters such that ko+ k1 < k. This defines an associated plaintext-length n = k—ko—kq.
The key generation algorithm KRC takes as input a security parameter k and runs the key generation
algorithm of the RSA family to get N,e,d. The public key pk is (N,e), k, ko, k1 and the secret key sk
is (N,d), k, ko, k1. The other algorithms are depicted below. Let G : {0,1}*0 — {0,1}"*% and H :
{0,1}*+*1 — 10,1}% be hash functions. Note that [x]" denotes the n most significant bits of x and
[x]; denotes the m least significant bits of x.

Algorithm Sgko(m) Algorithm DRO(c)
r& {0, 1}ko s [c R e [,
s« (m||0F) @ G(r) r—t® H(s)
t—r®H(s) m—[s®G(r)]"; p—[s® Gk
¢ — (s]|t)¢ mod N if (p=0") 2z« m else z L
return c return z

Fujisaki, Okamoto, Pointcheval, and Stern [7] proved that OAEP with partial one-way permuta-
tion is secure in the sense of IND-CCA2. They also showed that the RSA family is one-way if and
only if the RSA family is #-partial one-way for # > 0.5. Thus, RSA-OAEP is secure in the sense of
IND-CCA2 assuming the RSA family is one-way.

4.2 Universal Anonymizability of RSA-OAEP

A simple observation that seems to be folklore is that if one publishes the ciphertext of the RSA-OAEP
scheme directly (without anonymization) then the scheme does not provide the key-privacy. Suppose
an adversary knows that the ciphertext c is created under one of two keys (Ny,ep) or (Ni,e1), and
suppose Ny < Nj. If ¢ > Ny then the adversary bets it was created under (Ny, e1), else the adversary
bets it was created under (Np, eg). It is not hard to see that this attack has non-negligible advantage.
In order to construct the schemes with anonymity, it is necessary that the space of ciphertexts is
common to each user.

To anonymize ciphertexts of RSA-OAEP, we use the expanding technique. In the expanding
technique, if we get the ciphertext, we expand it to the common domain. This technique was proposed
by Desmedt [6]. In [8], Galbraith and Mao used this technique for the undeniable signature scheme.
In [13], Rivest, Shamir, and Tauman also used this technique for the ring signature scheme.

Definition 10. Our universal anonymizable RSA-OAEP scheme UAPERC = (RO, RO DROY 7/ ARO,
DARO)Y consists of RSA-OAEP PERC = (RO, gRO DROY und two algorithms described as follows.

Algorithm UA?,?(C) Algorithm DARO ()
adl0,1,2,-+, (¥ —¢)/N[} | ¢ mod N
d —c+aN Z‘—DEJ?(C)
return ¢ return z



4.3 Security

In this section, we prove that our universal anonymizable RSA-OAEP scheme UAPERC is CCA-
secure.

In order to prove that our scheme provides the key-privacy and the data-privacy on anonymized
ciphertexts, we need the restriction as follows.

We define the set of ciphertexts ECro(c/, pk) called “equivalence class” as

ECro(c, pk) = {¢ € {0,119 = ¢ (mod N)}.

If ¢ € {0,1}*+160 is an anonymized ciphertext of mq for pkg = (No, e, k) then any element
¢ € ECro(c, pko) is also an anonymized ciphertext of mg under pkg. Therefore, when ¢’ is a challenge
anonymized ciphertext, the adversary can ask an anonymized ciphertext ¢ € ECro(c, pko) to the
decryption oracle DA?,% for anonymized ciphertexts, and if the answer of DAE,% is mg then the
adversary knows that ¢’ is encrypted by pko and the plaintext of ¢’ is my.

Furthermore, since the adversary can compute the standard ciphertext ¢ as ¢ mod Ny, the ad-
versary can ask ¢ to the decryption oracle DEkOO and if the answer of Dskoo is mg, then the adversary
knows that ¢’ is encrypted by pko and the plaintext of ¢’ is my.

To prevent this attack, we add some natural restriction to the adversaries in the definitions of
the key-privacy and the data-privacy on anonymized ciphertexts. That is, it is mandated that the
adversary never queries either ¢ € ECro(c, pko) to DAE,% or ¢ € ECro(c, pk1) to D.ASR/I?I. It is also
mandated that the adversary never queries either ¢/ mod Ny to DE,?O or ¢ mod N7 to D';k? .

We think these restrictions are natural and reasonable. Actually, in the case of undeniable and
confirmer signature schemes, Galbraith and Mao [8] defined the anonymity on undeniable signature
schemes with the above restriction. In [10], Hayashi and Tanaka also employed the same restriction
in order to prove anonymity of their encryption scheme.

If we add these restrictions then we can prove that our scheme provides the key-privacy against
the adaptive chosen ciphertext attack in the random oracle model assuming RSA family is #-partial
one-way for 8 > 0.5. More precisely, we show the following theorem, the proof is in Appendix B.

Theorem 2. If the RSA family is partial one-way then our scheme UAPERC provides the key-privacy
against the adaptive chosen ciphertext attack in the random oracle model. More precisely, for any
adversary A attacking the key-privacy of our scheme under the adaptive chosen ciphertext attack, and
making at most qqec queries to decryption oracle for standard ciphertexts, ql.. queries to decryption
oracle for anonymized ciphertexts, qgen G-oracle queries, and qnash H-oracle queries, there ewists a

0-partial inverting adversary B for the RSA family, such that for any k, ko(k), k1(k), and 6 = %o(k);

Adv, 0% (k) < Snash - (1 —€1) - (1 — e2)) ™" - AdVEER™ (k)

UAPERC A
+Qgen * Ghash - (1 - 52)_1 L Qh2
where
o 1 + 1 . o 2Qgen + Qdec + qélec + 2Qgen(Qdec + q(/jec) + 2Qgen 4 2Ghash
U= Sk2—3 _1 "omo o 27 oko ok T Qk—ko

and the running time of B is that of A plus qgen * qnash - O(K?).

We can also prove that our scheme provides the data-privacy on standard ciphertexts against the
adaptive chosen ciphertext attack in the random oracle model assuming the RSA family is #-partial
one-way for # > 0.5. More precisely, we can prove that if there exists a CCA-adversary A attacking
the data-privacy on standard ciphertexts of our scheme with advantage e, then there exists a CCA2-
adversary B attacking indistinguishability of RSA-OAEP with advantage €. In the reduction of the
proof, we have to simulate the decryption oracles for anonymized ciphertexts for A. If A makes



a query ¢ to DAg,(+), we simply compute ¢ « ¢ mod Ny and decrypt ¢ by using the decryption
algorithm Dy, (-) for standard ciphertexts for B. We can simulate DAg, (+) in a similar way.

Furthermore, if we add the restrictions described above, we can prove that our scheme provides the
data-privacy on anonymized ciphertexts against the adaptive chosen ciphertext attack in the random
oracle model assuming the RSA family is #-partial one-way for # > 0.5. More precisely, we can
prove that if there exists a CCA-adversary C' attacking the data-privacy on anonymized ciphertexts
of our scheme with advantage ¢, then there exists a CCA-adversary A attacking the data-privacy on
standard ciphertexts of our scheme with the same advantage e.

In conclusion, since the RSA family is #-partial one-way if and only if the RSA family is one-way
for @ > 0.5, our universal anonymizable RSA-OAEP scheme UAPERC is CCA-secure in the random
oracle model assuming the RSA family is one-way.

5 ElGamal and its Universal Anonymizability

In this section, we propose a universal anonymizable ElGamal encryption scheme.

5.1 The ElGamal Encryption Scheme

Definition 11 (ElGamal). The ElGamal encryption scheme PEEC = (KFC, EEC DEG) s as follows.
Note that Q is a QR-group generator with safe prime which takes as input a security parameter k
and returns (g, g) where q is k-bit prime, p = 2q + 1 is prime, and g is a generator of a cyclic group
QR, (a group of quadratic residues modulo p) of order q.

Algorithm KEG(k) Algorithm E5G(m) | Algorithm DES(cy, co)
R _
(¢ 9) — Q(k) Ty m—cy-cp”
T hil Lq; y < g* c1 —g" return m
return pk = (¢,9,y) and co—m-y"
sk =1(q,g,7) return (cy,c2)

The ElGamal encryption scheme is secure in the sense of IND-CPA if the DDH problem for Q is
hard.

5.2 Universal Anonymizability of the ElGamal Encryption Scheme

We now consider the situation that there exists no common key, and in the above definition of the
ElGamal encryption scheme, each user chooses an arbitrary prime ¢ where |¢| = k and p = 2¢ + 1
is also prime, and uses a group of quadratic residues modulo p. Therefore, each user U; uses a
different groups G; for her encryption scheme and if she publishes the ciphertext directly (without
anonymization) then the scheme does not provide the key-privacy. In fact, the adversary simply
checks whether the ciphertext y is in the group Gj, and if y ¢ G; then y was not encrypted by U;.
To anonymize the standard ciphertext of the ElGamal encryption scheme, we consider the following
strategy in the universal anonymizing algorithm.

1. Compute a ciphertext ¢ over each user’s prime-order group.
2. Encode ¢ to an element ¢ € Z, (encoding function).
3. Expand ¢ to the common domain (expanding technique).

We have already used the expanding technique in Section 4. We now describe the encoding function.



The Encoding Function Generally speaking, it is not easy to encode the elements of a prime-
order group of order ¢ to those of Z;. We employ the idea described in [5] by Cramer and Shoup.
We can encode the elements of Q R, where p = 2¢ + 1 and p, ¢ are prime to those of Z,.

Let p be safe prime (i.e. ¢ = (p —1)/2 is also prime) and QR, C Z;, be a group of quadratic
residues modulo p. Then we have |QR,| = ¢ and

QR, = {1 mod p, 2> mod p,- - -, ¢* mod p}.

It is easy to see that QR, is a cyclic group of order ¢, and each g € QR,\{1} is a generator of QR,,.
We now define a function F, : QR, — Z, as

Fy(xz) = min {ixpT_l mod p} .
Noticing that £ =T mod p are the square roots of x modulo p, the function Fj is bijective and we

have

—1 _ .2
F; (y) =y~ mod p.

We call the function F, an encoding function. We also define a t-encoding function qut : (QRy)t —

(Zy)'. F,; takes as input (@1, -+, z;) € (QR,)" and returns (y1,---,y:) € (Zq)" where y; = Fy(x;) for

each i € {1,---,t}. It is easy to see that F; is bijective and we can define qutl.

Our Scheme. We now propose our universal anonymizable ElGamal encryption scheme. Our
scheme provides the key-privacy against the chosen plaintext attack even if each user chooses an
arbitrary prime g where |g| = k and p = 2¢ + 1 is also prime, and uses a group of quadratic residues
modulo p.

Definition 12. Our universal anonymizable ElGamal encryption scheme UAPEEC = ((KEG, EFC DEC),
UAEC DAEC) consists of the ElGamal encryption scheme PEEC = (KEC EEG DEC) and two algo-
rithms described as follows.

Algorithm UASE (c1,c0) Algorithm DAES (¢, c))
(¢1,C2) «— _q72(01, c2) ¢1 « ¢y mod ¢q; ¢ « ¢, mod ¢
R _ —_1/,— _
tr = {0,1,2,--, |20 —2) /gy | (e1,¢2) — iy (@1,8)
R _
lg — {0a1a27"'7 L(2k+160 _62)/(]”’ m <_,DsE/ch(ChC?)

¢y — ¢ +tiq; cy — ca +tag return m
return (c},c)

5.3 Security

In this section, we prove that our universal anonymizable ElGamal encryption scheme UAPEEC is
CPA-secure.

In order to prove that our scheme provides the key-privacy and the data-privacy on anonymized
ciphertexts against the chosen plaintext attack, we need the restrictions similar to those for our univer-
sal anonymizable RSA-OAEP scheme. We define the equivalence class for our universal anonymizable
ElGamal encryption scheme as follows:

ECeq((ch, ). pk) = {(¢1,&2) € ({0, 1}19)]ey = ¢} (mod q) A &2 = ¢ (mod g)}.

It is mandated that the adversary never queries either (¢1,¢2) € ECgg((c},ch), pko) to DAy, or
¢1,02) € ECgg((cy,ch), pk1) to DAg,. It is also mandated that the adversary never queries either
1) %2 1

E~L (¢} mod g, ¢, mod o) to Dgy, or F’(;}Q(c’l mod ¢1, ¢, mod q1) to Dy, .

90,2
We prove the following theorem with the above restrictions. The proof of the following theorem

is in Appendix C.
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Theorem 3. Our universal anonymizable ElGamal encryption scheme provides the key-privacy
against the chosen plaintext attack if the DDH problem for Q is hard.

We can also prove that our scheme provides the data-privacy on standard ciphertexts and that
on anonymized ciphertexts against the chosen plaintext attack if the DDH problem for Q is hard.
The reductions in these proofs are similar to those in the proofs for our universal anonymizable
RSA-OAEP scheme.

In conclusion, our universal anonymizable ElGamal encryption scheme U APEEC is CPA-secure
assuming that the DDH problem for @ is hard.

6 Cramer-Shoup and its Universal Anonymizability

In this section, we propose a universal anonymizable Cramer-Shoup encryption scheme.

6.1 The Cramer-Shoup Encryption Scheme

Definition 13 (Cramer-Shoup). The Cramer-Shoup encryption scheme PESS = (K, £, D) is
defined as follows. Note that Q is a QR-group generator with safe prime and H = (GH,EH) be a
family of hash functions (See Appendiz D for families of hash functions.).

Algorithm K5 (k) Algorithm £5(m) Algorithm DS (u1, ug, e,v)
R R

g1+ g; g2+ Gy r— Zyq a — EH g (u1,uz,e)
(q,g) — Q(k), K « g’}-{(k) Uy — g{; Uy — 95 if (uélv1+y1aug202+y2a _ 1))
$1,$27yl7y272£2q e« h'm then m «— e/uf
c—gi'gy?; d— g'9y h—gf a — EHg (uy,usg,e) else m «—_1
pk — (917927 C, d7 h7 K) UV CTdTa return m
sk — (z1,22,Y1,Y2, 2) return (u1,ug,e,v)
return (pk, sk)

Cramer and Shoup [5] proved that the Cramer-Shoup encryption scheme is secure in the sense of
IND-CCAZ2 assuming that H is universal one-way (See Appendix D for universal one-way.) and the
DDH problem for Q is hard. Lucks [12] recently proposed a variant of the Cramer-Shoup encryption
scheme for groups of unknown order. This scheme is secure in the sense of IND-CCA2 assuming that
the family of hash functions in the scheme is universal one-way, and both the Decisional Diffie-Hellman
problem in QRy (a set of quadratic residues modulo V) and factoring N are hard.

6.2 Universal Anonymizability of the Cramer-Shoup Encryption Scheme

We propose our universal anonymizable Cramer-Shoup encryption scheme. Our scheme provides the
key-privacy against the adaptive chosen ciphertext attack even if each user chooses an arbitrary prime
q where |q| = k and p = 2¢ + 1 is also prime, and uses a group of quadratic residues modulo p.

Note that in our scheme we employ the expanding technique in Section 4 and the encoding
function in Section 5.

Definition 14. Our universal anonymizable Cramer-Shoup encryption scheme U APESS = ((/CCS, £CS,
D) UASS, DASS) consists of the Cramer-Shoup encryption scheme PESS = (K, £, D) and

11



two algorithms described as follows.

Algorithm L{ASS(ul, ug, €,0) Algorithm DA (u), ul, e, ')
(a1, U, &,v) « Fya(uy,uz,e,v) w1 < uj mod q; g « uh mod ¢
t1 & {0,1,2,---, [(2FF160 —@y)/q|} € «— € mod q; v« v mod g
R _ =_1/,—- _ _ _

t2 — {0)1725”'7 L(2k+160 —UQ)/QJ} (u17u2)67v) — q,‘ll(ulvuzue)v)
R _

ts —{0,1,2,---, L(Qk“ﬁo —e)/ql} m «— Dg,f(ul,ug, e,v)

t, & {0,1,2,---, [ (2KF160 — %) /q ]|} return m

u) — Uy +t1q; ubh — g + tag

e —e+tyq; v — v+ 1uq

return (u},ub, e, v)

6.3 Security

In this section, we prove that our universal anonymizable Cramer-Shoup encryption scheme UAPE EG
is CCA-secure.

In order to prove that our scheme provides the key-privacy against the adaptive chosen ciphertext
attack, we need to add restrictions similar to those for our universal anonymizable ElGamal encryption
scheme. We define the equivalence class for our universal anonymizable Cramer-Shoup scheme as
follows:

ECcs((uy,uy, e, v'), pk) = {(ti, Uiz, &,7) € ({0, 1}F+160)4]
iy =}, (mod q) A tig = u} (mod q) Aé =€ (mod q) A =" (mod ¢)}

We can prove the following theorem with the above restrictions. The proof of the following
theorem is in Appendix E and see Appendix D for collision resistant.

Theorem 4. Our universal anonymizable Cramer-Shoup encryption scheme provides the key-privacy
against the adaptive chosen ciphertext attack if the DDH problem for Q is hard and H is collision
resistant.

We can also prove that our scheme provides the data-privacy on standard ciphertexts and that
on anonymized ciphertexts against the adaptive chosen ciphertext attack if the DDH problem for Q
is hard and H is universal one-way. The reductions in these proofs are similar to those in the proofs
for our universal anonymizable RSA-OAEP scheme.

In conclusion, since if H is collision resistant then H is universal one-way, our universal anonymiz-
able Cramer-Shoup encryption scheme UAPES® is CCA-secure assuming that the DDH problem for
Q is hard and H is collision resistant.

7 Conclusion

We have proposed the notion of universal anonymizable public-key encryption. We have also pro-
posed the universal anonymizable public-key encryption schemes based on RSA-OAEP, the ElGamal
encryption, and the Cramer-Shoup encryption schemes, and prove their security.
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A  Proof of Theorem 1

It is easy to see that if the paired DDH problem for G is hard then the DDH problem for G is hard.
We now consider the opposite direction. We assume that there exists an algorithm D for the
paired-DDH problem such that the advantage Advpddh(k) is non-neglibigle. By using the algorithm
D, we construct an algorithm D’ for the DDH problern as follows:
Algorithm D'(q,q9,X,Y,T)
i & 40,1}
f (i=0)
(q0790)<_g(k)7 JU()vyO‘—qu X()(_g[) ) %Hg T0<_g
(q1,91,X1,Y1,T1) < (¢,9, X, Y, T)
d < D((qo, 90, Xo, Yo, T0), (q1, 91, X1, Y1, T1))
else
(q07 9o, X07 YO; TO) — (Q7 9, X7 }/7 T)
R
(q1,91) = G(k); z1,y1,21 < Zg; X1 g1 Y1 gf's Ti « gf'
d < D((q0, 90, Xo, Yo, T0), (a1, 91, X1, Y1, T1))
return d

Furthermore, we consider the additional experiment as follows:

Experiment Exppddh LR ()

R
(q0,90) — G(k); ®o,yo < Zgy; Xo — g5° Yo — 98°; To — g;°*°

R R
(q1,91) — G(k); z1,y1 < Zgy; X1 — gi"s Y1 —gi";s T & Gg
d«— D((QO?.gOvX(hK)vTO)v (Q17917X17 }/17T1))

return d
Then, we have

Advh (k)

\Pr[Expg‘?B',real(k) =1]- Pr[Expdgi%?rand(k) = 1]
|3 (Pr[BExpgpre® (k) = 1]i = 0] + Pr[Expg'p e (k) = 1|i = 1])
— 3 (Pr[Expgip (k) = 1]i = 0] + Pr[Expg'p (k) = 1|i = 1))
- 13 <Pr[Exppddh'real<k> 1]+ Pr{ExpB R ) — 1)
S (PH{EXDRA- (1) — 1]+ Po{ExpRtd 4 ) — 1))
-1 |PI‘[Eprddh-real(k) _ 1] PI‘[Eprddh rand(k) _ 1”
ddh
= %Ad Z,D (k).

Therefore, the advantage of D’ is non-negligible.

B Proof of Theorem 2

We first describe the RSA partial inverting algorithm M using a CCA-adversary A attacking anonymity
of our encryption scheme. M is given pk = (N, e, k) and a point y € Z} where |y| =k =n+ ko + k1.
Let sk = (N, d, k) be the corresponding secret key. The algorithm is trying to find the n + k1 most
significant bits of the e-th root of y modulo N.

1) M picks a bit p & {0,1,2,..., [(2¥7160 — )/N|} and sets Y « y + uN.

2) M runs the key generation algorithm of the RSA family with security parameter k& to obtain
pk' = (N',¢/,k) and sk’ = (N',d’,k). Then it picks a bit b & {0,1}, sets pky — (N, e) and
pk1_p «— (N',€’). If the above y does not satisfy y € (Zy, N Z}y;,) then M outputs Fail and
halts; else it continues.
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3) M initializes for lists, called G-list, H-list, Yj-list, and Yi-list to empty. It then runs A as
follows. Note that M simulates A’s oracles G, H, Dgy,, and Dy, as described below.

3-1) M runs A;(pko,pk1) and gets (mg, m1,si) which is the output of A;.
3-2) M runs A(Y,si) and gets a bit d € {0, 1} which is the output of As.

4) M chooses a random element on the H-list and outputs it as its guess for the n + ki most
significant bits of the e-th root of y modulo N.

M simulates the random oracles G and H, and the decryption oracle as follows:

e When A makes an oracle query g to G, then for each (h, Hy) on the H-list, M builds z =
h||(g ® Hy), and computes yp g0 = 2° mod Ny and yp 41 = 2°* mod Ny. For i € {0,1}, M
checks whether y = yj, 4. If for some h and 4 such a relation holds, then we have inverted y
under pk;, and we can still correctly simulate G' by answering G, = h @ (m;||0F1). Otherwise,
M outputs a random value G, of length n + k1. In both cases, M adds (g,Gy) to the G-list.
Then, for all h, M checks if the k; least significant bits of h & G4 are all 0. If they are, then it
adds yp g0 and yp, 41 to the Yp-list and the Yi-list, respectively.

e When A makes an oracle query h to H, M provides A with a random string Hp, of length kg
and adds (h, Hy) to the H-list. Then for each (g, Gg4) on the G-list, M builds z = h||(g ® Hy),
and computes yp, 40 = 2°° mod Ng and yj 41 = 2°* mod Ni. M checks if the k; least significant
bits of h & Gy are all 0. If they are, then it adds yj g0 and yp 4,1 to the Yp-list and the Y-list,
respectively.

e When for ¢ € {0,1}, A makes an oracle query g € LYy, to Dsk,, M checks if there exists some
Yh,g in the Yi-list such that § =y, 4 ;. If there is, then it returns the n most significant bits of
h@® G4 to A. Otherwise it returns L (indicating that ¢ is an invalid ciphertext).

e When for i € {0,1}, A makes an oracle query Y e {0, 1}#160 to DA, M checks if there
exists some ¥y, 4, in the Y;-list such that Y mod N; = Yn,gi- 1f there is, then it returns the n
most significant bits of h @ G4 to A. Otherwise it returns L (indicating that Y is an invalid
anonymized ciphertext).

Now, we analyze the advantage of M. For i € {0,1}, let w; = y% mod N;, s; = [w;]"**1, and
ti = [wi]k,. Let r; be the random variable ¢; & H(s;). We consider the following events.

e FBad denotes the event that

— A G-oracle query 79 was made by A; in step 3-1, and G, # so @ (z]|0*1), or
— A G-oracle query 71 was made by A in step 3-1, and G, # s1 @ (z][0%1).
e GBad denotes the event that

— A G-oracle query 79 was made by As in step 3-2, and at the point in time that it was
made, the H-oracle query so was not on the H-list, and G, # so @ (z|[0), or

— A G-oracle query r; was made by As in step 3-2, and at the point in time that it was
made, the H-oracle query s; was not on the H-list, and G,, # s1 @ (x[|0F).

e DABad denotes the event that

— A DAy, query is not correctly answered, or

— A DA, query is not correctly answered.

e DSBad denotes the event that
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— A Dgj, query is not correctly answered, or

— A Dy, query is not correctly answered.
e DBad = DABad v DSBad.
e G = —-FBad A -GBad A —DBad.

We let Pr[-] denote the probability distribution in the game defining advantage. We introduce
the following additional events:

e YBad denotes the event that y € (Zy, NZy,).

e FAskS denotes the event that H-oracle query sg or s; was made by Ap in step 3-1.

e AskR denotes the event that (rg, Gy,) or (r1, Gy, ) is on the G-list at the end of step 3-2.
e AskS denotes the event that (s, Hs,) or (s1, Hs,) is on the H-list at the end of step 3-2.

Let Prq[-] denote the probability distribution in the simulated game where —=YBad occurs.
We can bound Pr;[AskS] in a similar way as in the proof of anonymity for RSA-RAEP [1], and
we have

1
Pri[AskS] > o - Pri[AskR A AskS|-DBad] - Pr; [~DBad|~AskS).

We next bound Pr;[AskR A AskS|—DBad]. Let Prs|-| denote the probability distribution in the
simulated game where -DBad A =YBad occurs.
The proof of the following lemma is similar to that for RSA-RAEP.

Lemma 1.

Pro[AskR A AskS] > <. (1 — 2qgen - 2750 — 2qpaan - 2—"—k1) — 2qgen - 27K,

N

We next bound Pri[-DBad|—AskS]. It is easy to see that
Pri[-DBad|—-AskS] < Pri[-DABad|—~AskS] 4+ Pr;[-DSBad|—-AskS].

The proof of the following lemma is similar to that for RSA-RAEP.

Lemma 2.
Pr,[DSBad|~AskS] < gaec - (2 L 27R1 4 (2ggen + 1) 2—k0> .

Furthermore, we can prove the following lemma in a similar way as that for Lemma 2.

Lemma 3.
Pr, [DABad|~AskS] < g/ - (2 27K 4 (2qgen + 1) - 2*’“0) .

By applying Lemmas 1, 2, and 3, we have

1 € 2qgen 2@hash 2Qgen ’ 2 2qgen +1

Pri[AskS] = 5~ (2 : (1 = ok gnth )~ ok ) (17 (@dee Fdaee) | i g —
> E . 2Qgen + Gdec + q(/jec + 2Qgen(Qdec + qéec) + 2Qgen + 2Qhash N Ggen
- 4 9ko 9k1 9k—ko ok

Assuming —YBad, we have by the random choice of b and symmetry, that the probability of M

outputting s is at least Qth - - Prq[AskS].

We next bound the probabilities that —YBad occurs.
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Lemma 4.

2 1
oh/2 3 1 T 2159

Pr[YBad] <

Proof of Lemma 4. Let N = pg and N' = p'q’. Note that %“‘:/21_1 <p,q.p.q¢ < 2%/21 and 281 <
N, N'" < 2%, We define a set S[N] as {Y]Y € [0,2*+160) A (Y mod N) € S[N]}. Then, we have

Pr[YBad] = Prly <& Z; 1< {0,1,2,..., (2190 — y)/N|}; ¥ — y+uN : Y & S[N']
<Pr[y’ £ S[N]: Y & SIN'|] + 1/21%°
since the distribution of Y’ is statistically indistinguishable from that of Y, and the statistically

distance is less than 1/21%9,
Since ¢(N) < |S[N]| < 2¥, we have

SN = ISIN']] _ 2% — |S[N]]
|SIN]] o)

Pr[y’ £ SIN]: Y/ ¢ SIN']] <

Furthermore, we have

2k — |S[N]| {Y'|Y" € [0,2%) A (Y mod N') & Z}
[{Y'|Y" € [0,2N') A (Y mod N') & Z3,.}
2x {Y'|Y' € [0,N')ANY' & Z3,}|

2AN' = $(N')).

IA

Therefore, we can bound Pr[Y’ & S[N]: Y’ & S[N']] as

26— |SIN']| _ 2N —o(V') _ 20" +d' —1) _ 20/ +q)
o(N) = o(N) N-p—q+1 =~ N-p—gq

_ 2(2[k/21 4 ofk/2y 2(141) _ 4 B 2

= 9k—1 _ 9[k/2] _ 9[k/2] =~ 9k—1—[k/2] _ 1 _1 — 9k/2-2 _9 =~ 9k/2-3 _ 1~

PrlY’ & SIN]: Y/ ¢ SIN']| <

We have that

AdvEEa™ (k) > (1 — Pr[YBad]) - (P“[ASks]> .

2Qhash

Substituting the bounds for the above probabilities and re-arranging the terms, we get the claimed
result.

Finally, we estimate the time complexity of M. It is the time complexity of A plus the time for
simulating the random oracles. In the random oracle simulation, for each pair ((g, Gy), (h, Hy)), it is
sufficient to compute yp 40 = 2°° mod Ny and yj 41 = 2°* mod Ny. Therefore, the time complexity
of M is that of A plus ggen * @hash - O(k3).

C Proof of Theorem 3

Since the DDH problem is hard if and only if the paired DDH problem is hard, we construct a
distinguisher D for the paired DDH problem for Q in Figure 1. In this algorithm, we employ an
adversary A attacking the key-privacy of our universal anonymizable ElGamal encryption scheme.
Now we analyze D. First we consider Expg%h'real(k). In this case, for i € {0,1}, the inputs
X, Y, T; to D satisfy T; = ¢;*¥" where X; = ¢ and Y; = ¢/ for some z;,y; € Zg,. Thus X; has
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Algorithm D((qo, 90, X0, Y0, 70), (g1, 91, X1, Y1,T1))
pko < (90, 90, Xo0); pk1 < (q1, 91, X1)
(mo,m1,si) — Ad,(pko, pk1)

b & {0,1}
(€1,82) « Fy,2(Ys, Ty - my)

t1 — {07 17 27 Ty L(2k+160 - El)/QbJ }7 o {07 17 27 Ty L(2k+160 - 62)/qu}
¢ e +tigy; ¢ < G2 +tagq

d = AZ,,((¢h,ch), i)

cpa

if (b =d) then return 1 else return 0

Figure 1: Distinguisher for Theorem 3

the proper distribution of public keys for our universal anonymizable ElGamal encryption scheme.
Furthermore, the challenge ciphertext has the right form under the public key pk;,. Hence,
1 1
ddh-real key-
PrExpg " (k) = 1] = 5T §Advuej7§zzG’A(k).

Now we consider Expgd%h'rand(k). In this case, for i € {0,1}, the inputs X;,Y;,T; to D are all
independently and uniformly distributed over QR,,,. We have proper distribution public keys for our
universal anonymizable ElGamal encryption scheme. However, Y3, T}, are random elements in QR,,,
and the distribution of (¢, ) is statistically indistinguishable from the uniform distribution over
({0,1}#+160)2 " This means that the challenge ciphertext gives A no information about b. Therefore,
we have

2
Pr[Expr%%h'rand(k) =1] < %—i— 22(]1_2) + (21159> :
Above, the second term accounts for the maximum probability that the random inputs to D happen
to have the distribution of the valid paired-DDH tuple, and the last term is the advantage of the
decision problem between the distribution of the output by the expanding technique and that of the
uniform distribution.
In conclusion, we have

1 1 12
pddh key-cpa
Advy p (k) 2 §Advu,§tpsEG,A(k) T 92(k—2) (2159> :

The time-complexity of D is bounded by T4 4+ O(k3) where T} is the time-complexity of A.

D Families of Hash Functions

In this section, we describe the definitions of families of hash functions, universal one-way, and
collision resistant.

Definition 15. A family of hash functions H = (GH,EH) is defined by two algorithms. A prob-
abilistic generator algorithm GH takes the security parameter k as input and returns a key K. A

deterministic evaluation algorithm EH takes the key K and a string M € {0,1}* and returns a string
EHg (M) € {0, 1}F 1.
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Definition 16. Let H = (GH,EH) be a family of hash functions and let C' = (C1, C2) be an adversary.
We consider the following experiment:

Experiment Expj/¢(k)
(xo,si) — Cl(k>; K — g'H(k)7 T CQ(K, JZ(),Si)
if ((zo # 1) N (EHK (o) = EHK(x1))) then return 1 else return 0

Note that si is the state information. We define the advantage of C via

Advyt (k) = Pr[Expyc:(k) = 1].

uow

We say that the family of hash functions H is universal one-way if Adviy¢:(k) is negligible for every
algorithm C' whose time-complexity is polynomial in k.

Definition 17. Let H = (GH,EH) be a family of hash functions and let C' be an adversary. We
consider the following experiment:

Experiment Expj (k)
K — GH(k); (w0, 21) < C(K)
if ((zo # 1) N (EHK (o) = EHK(x1))) then return 1 else return 0

We define the advantage of C via
Advg_zc(k:) = Pr[Exp%’C(k) =1].

We say that the family of hash functions H is collision-resistant if Adv‘ﬁc(k;) s negligible for every
algorithm C whose time-complexity is polynomial in k.

Note that if H is collision resistant then H is universal one-way.

E Proof of Theorem 4

Since the DDH problem is hard if and only if the paired DDH problem is hard, we construct a
distinguisher D for the paired DDH problem for Q in Figure 2. In this algorithm, we employ
an adversary A attacking the key-privacy of our universal anonymizable Cramer-Shoup encryption
scheme. First of all, the time-complexity of D is bounded by T + O(k3) where T4 is the time-
complexity of A.

Note that if A makes a decryption query (@}, ub, €', 9") to DAg, (i € {0,1}), D makes its answer
m as follows:

(1, Ug, €,0) «— qu’i(&’l mod ¢;, @5 mod g;, € mod ¢;,?" mod ¢;)
& — EMg, (@, i, €) ) o
if (0 = ()i TVi8 4 (Gg)"2i1Y24%) then m « &/(1] " ly") else m «— L

Similarly, if A makes a decryption query (@1, s, €,0) to D, (i € {0,1}), D makes its answer m as
follows:

& — EM g, (@, Ug, €) ) -
if (0 = (Gg)0iTV98 4 (Tg)®2HY24%) then m « &/(] " y") else m « L

Lemma 5.

ddh-real 1 1 key-
Pr[Expy p™ " (k) = 1] = 5t iAdvueZ;Z‘%S,Aw)
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Algorithm D((qg, g0, Xo, Yo, T()), (q1, g1, X1, Y1, T1))

for each j € {0,1} do
g1 < G55 g2 — Xj; uij <Yy ugj T
T14, X245, Y55 Y2,55 21,55 22,5 & Ly,
¢j — (91,5)"7(92,5)™7; dj — (91,5)77(92,5)"*75 hy — (91,)719 (g2,5)*7
Kj — GH(k)
Pkj — (915,925, ¢, dj, by, K)
skj — (21,5, 2,5, Y15, Y2,55 21,5 22,5)

(m07m175i) — Aclsca(pk07pk1)

b & (0,1}

e «— (ulvb)zl’b(ulb)z?’bmb

a «— EHg, (u1p, uzp, €)

v — (uy b)wl,b""ayl,b(ug b)$2,b+ay2,b

(1,02, €,0) — Fy, 4(u1 p, ugp, €,)
R _ R _

t — {Oa 17 2’ ) L(2k+160 - ul)/QbJ}, to — {07 17 27 Ty L(2k+160 - u?)/QbJ}
R _ R _

t3 {07 1’ 2’ Tty L(2k+160 - 6)/QbJ}’ ty — {07 17 2a Tty L(2k+160 - U)/QbJ}

U — gy uh — Up Ftaqy; € —e+taqy; vV — U+t

d — AZea((uy, uh, €', v"), si)

if (b =d) then return 1 else return 0

Figure 2: Distinguisher for Theorem 4

Lemma 6. There exists an adversary C attacking the collision-resistance of H such that

ddh-rand 1 qa(k) +qy(k) +2 ¢ 1y
Pr[Expg " (k) = 1] < 5 + T +4Advio(k) + 5755 )

where qq(k) is the number of decryption query to DAy, and q,(k) is the number of decryption query
to Dy, and whose time-complexity is bounded by that of A plus O(k?).

Proof of Theorem 4. The statement follows from the above two lemmas. More concretely, we have

ddh 1 key- qa(k) + qy(k) +2 cr Ly
AdV57D (k) Z §Adv ey-cca (k) _ 2k_d4 _4A VH7O(k) o ﬁ )

UAPESS A

E.1 Proof of Lemma 5

To prove this lemma, we show that the view of the adversary A in the experiment Exp‘éd%h'real(k:) is

the same as that in the actual experiment.
It is easy to see that ¢;, d; have the right distribution. Furthermore, we can rewrite h; as h; =
f’ll-‘ieriZQ‘i where w; = loggl,i 92,i, and Z; = 21; + w;2o; is uniformly distributed over Z,,. Therefore,
the public-key in the simulation has the right distribution.
We can rewrite the challenge ciphertext (ujp,u2yp,e,v) which D computes as e = gill;
v = czl’bdgl’bab where r1j, = loggl’b urp and o = EH g, (U1, ugp, €). Hence, the challenge ciphertext
has the right distribution since ry 4 is randomly distributed over Zg, .

b2b
my and
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Finally, since we can rewrite the response M of the decryption query in the simulation as M =
e/ gr1 i =e/ h:“, the output of decryption oracle in the simulation demonstrates that of the actual
decryption oracle.

E.2 Proof of Lemma 6

ddh rand
¢ (k)

In the experiment Expg , the distribution of challenge ciphertexts is statistically indistin-

guishable from the umform distribution over ({0, 1}*+160)4 "and the statistically distance is less than
(1 /2159)4

In the experiment Expg , for i € {0,1}, we can see the input (g¢;,g;, X;,Y;,T;) as
(955 91,4, 92,05 U1, u2,4) Whel“e ul,z = (91,:)™7, uz; = (924)™" = (91,)”", wi = logg, . g2, Where
T1,i,T2,; are random element in Z,,. When the adversary A makes a decryption query (a1, 42, €, ) for
Dy, , we say the ciphertext is invalid when log, LW #* loggm 9. Furthermore, we say the anonymized
ciphertext UApy (11, U2, €,0) is invalid when (@1, U2, €,v) is invalid. We define the following events
associated to D:

ddh rand
c (k)

e NRis true if ri g =790 0orri 1 =roq 0r gogg=1o0r go1 =1,

e Invis true if during the execution of D the adversary A submits an invalid anonymized ciphertext
to the oracle DAy, or DAgk, and does not get L, or submits an invalid ciphertext to the oracle
Dk, or Dgj, and does not get L.

Lemma 7. Pr[NR] < 1/2F73.

Lemma 8. We have

Pr[Exply "™ (k) = 1b =0 A ~NR A =lnv] =

l\D\»—* [\3\»—!

Pr[Exply'5 (k) = 1[b =1 A =NR A =Inv] =
Lemma 9. There exists a polynomial-time adversary C' such that

qa(k) + qg(k).

Pr[lnv|=NR] < 4Advy (k) + =

Proof of Lemma 6.

Pr [Eprddh rand( )
1
- Pr[Exppddh rnd(py — 1]b = 0] + = Pr[Exppddh rand gy — 1p = 1]

< Pr[Eprddh rndpy — 1b=0A —|NR A =lnv]

1 \4
1|6 = 1 A =NR A =Inv] 4+ Pr[NR] + Pr[Inv] + <2159>

< Pr[Exppddh-rand (k

]

(

) =
n Pr[Eprddh rand( k)

)=1b=0A-NR A =Inv]

(

ran 1 4
—|—Pr[Exppddh 4(k) = 1|b = 1 A =NR A =Inv] + 2 Pr[NR] + Pr[Inv|-NR] + <2159>

1 qa(k) + ¢, (k) 1 \*
S 5 2k 44Adv (k) + 2k—3 + 2159

1 qa(k) + (k) +2 o 1 \*
=5t ok +4Advy o (k) + | 515

where the last term is the advantage of the decision problem between the distribution of the output
by the expanding technique and that of the uniform distribution. O
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E.2.1 Proof of Lemma 7

We have Pr[rig = ra],Prlge0 = 1] < 1/qo and Pr[ri; = r2.1],Prlgan = 1] < 1/g1. Since k-1 ~
q0,q1 < 2, we have Pr[NR] < 2/qo + 2/q1 < 1/2F73.

E.2.2 Proof of Lemma 8

We consider a sample space S from which the random choice is uniformly chosen in the experiment
Exppgd%h'rand(k). It consists of the values chosen at random in Expréd%h'rand(k). We will denote an

element of S as

§= (21,0, 22,0, Y1,0, Y2,05 21,0, 22,0 T1,1, L2,1, Y1,15 Y2,1, 21,15 22,1,
91,0, 92,0, U1,0, U205 91,1, 92,1, U1,1, 2,1, t1, t2, 3,14, D).

and S is a subset of
ZSO X 221 X G;‘O X Ggl x ({0,1}169% % {0,1}.

To evaluate the space S, we consider two spaces Sy = {5 € S|b =0} and S; = {5 € S|b = 1}.
When b = 0 (respectively b = 1), the random choice is uniformly chosen from Sy (resp. Si) in the
Experiment Expngh'rand(k). It is clear that S = Sy U Sy and |S| = |Sp| + | S| since Sp N S; = 0. We
evaluate Sy, S1, and S later on.

We let View be the function which has the domain S and associates to any § € S the view of the
adversary A in the experiment Expg}%h'rand(k) when the random choice in that experiment is chosen
from S. For simplicity, we assume the adversary is deterministic. The argument can simply be made
for each choice of its coins. The view then includes the inputs that the adversary receives in its two
stages, and the answers to all its oracle queries. The adversary’s output is a deterministic function

of its view.

Lemma 10. Fiz a specific view 1% of the adversary A simulated by D. Assume that the event
=NR A =lnv occurs for this view. Then

Pr[View = V | b = 0] = Pr[View = V | b = 1].

Proof of Lemma 8. Lemma 10 means that, if “NR A =Inv occurs then A’s view is independent of the
hidden bit b. Therefore A can output its guess of b correctly only with the probability 1/2. O

Proof of Lemma 10. For simplicity of the analysis, we will exclude the keys Ky and K 1, because they
are clearly independent of the bit b. We do not consider the answers of the decryption oracles to the
valid ciphertext queries as a part of the view of the adversary since we show below that this does not
give the adversary any information about the hidden bit b. We have

A A AT T A A A S Al Al Al Al
V' = (91,0, §2,0, €0, do, ho, 1,1, G2,1, €1, d1, b,y Uy, €,0").

We evaluate Pr[View = VAb= 0]. We first compute |Sp|. Note that we now consider the situation that
—NR. We let b = 0 and fix four values (u}, ub, e’,v’) € ({0, 1}*+1694 Then t; € {0,1,2,---, [ (2F+160—
w1)/qo]} and @y € Zg, are fixed uniquely since u} = w1 + t1qo.

Similarly, to,ts,t4,us,€,v are also fixed uniquely. Furthermore, u; = Fq_ol(u_l) is fixed uniquely
since F' is bijective. Similarly, uo, e, v are fixed uniquely.

We now consider the following equations:

. 21,0 22,0
= Uy Ush Mo N (mod po)
_ T1,0tay2,0 *2,0+ay2.0

Vo= upg Uy g (mod po)
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where a = EH(uq,ug, e). For any (uq, ug,e,v) € G;‘O, the number of vectors (21,0, 22,0, Y1,0, ¥2,05 21,05 22,0)
which satisfy the above two equations is qé. Furthermore, the other values of 5, that is, g1.0, 91,1, 21,0, 22,0,
Y1,0, Y2,05 21,05 22,05 91,0, 91,1, U1,1, U2,1, are not restricted in Sp. Therefore,

k+160N4 4 2 6 4 k+160\d 6 10
|SO|:(2Jr )'QO'QO'QI'QIZ(2+ )'QO'(h-

A

We next define Fy C Sy as the set of all §€ Sy such that § gives rise to b = 0 and View(8) =V
and —NR is true when the random choice in the experiment is §. Then

| Eol

Pr[View = V|b = 0] = S
0

We next compute |Ep|. This is the number of solutions to the following system of 16 equations in 24

UHkHOWHS*M,O»952,07y1,07?/2,0, 21,0, 22,0, 1,1, L2,1, Y1,1, Y2,1, 21,1, 22,1, 91,0, 92,0, U1,0, U2,0, 91,1, 92,1, U1,1, U2 1,
t1,ta,t3,ts (Note that b is fixed to 0 since we now consider Ey C Sy.):

g0 = J10 (mod po) (1)

920 = 920 (mod po) (2)

r1,0 + wor20 = logy  Co (mod qo) (3)

Y10 +@woy20 = logg do (mod qo) (4)

z1,0 +Wozg0 = logg ho (mod qo) (5)

g1 = g1 (mod p1) (6)

921 = 921 (mod p1) (7)

r11 + ey = logg | & (mod q1) (8)

Y11 +wiyen = logy, dy (mod q1) 9)

z10 +wize1 = logg | hy (mod ¢1) (10)
Fy(uip) +tigp = g (11)
Fyo(ugp) +taqp = by (12)
Fy(e) +tzq0 = € (13)
Fy(v) +taqop = ' (14)
r021,0 + 2000220 = logy ;o= (mod qo) (15)
T1,021,0 + T1,000%2,0 + r2,000T2,0 + T2,0000Y2,0 = logy v (mod o) (16)

In the above equations, wy = loggl’0 2,0, W1 = logm’1 J21 71,0 = loggl’0 U1,0, 72,0 = loggm u2,0, and
o = 5Hf<o (u1,0,u2,0,€). The variables with hats, and po, p1, qo, g1, mo denote the known constants
whereas the variables without hats except pg, p1, qo, g1, mo denote unknowns.

In the following, we evaluate the number of solutions of the above 16 equations. Note that we
consider the situation that —NR.

From equations 1, 2, 6, and 7, the values g1, 92,0,91,1,92,1 are fixed uniquely. Noticing that
Fy : Ggy — Zg, is bijective, from equations 11, 12, 13, and 14, the values ty,t2,%3,t4 € N and
u1,0,u2,0, €,V € QR,, are fixed uniquely.

Since the values u1 o, u2, e are fixed, r1,0,72,0, @ are also fixed. In the following, we consider the
situation such that gi.0, 92,0, 91,1,92,1,t1, t2, 3, ta, u1,0, u2,0, €, v, 71,0, 72,0, g are fixed.

From equations 5 and 15, the values 21 9, 220 are fixed uniquely.

The values 21,0, %2,0,91,0,%2,0 are restricted only by equations 3, 4, and 16, and the number of
vectors (21,0, 22,0, Y1,0, Y2,0) Which satisfy these three equations is go.
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The values x11,%21,y1,1,Y2,1, 21,1, 22,1 are restricted only by equations 8, 9, and 10, and the
number of vectors (x1.1,%21,Y1.1,Y2,1, 21,1, 22,1) which satisfy these three equations is q‘;’.

Finally, w1 1,u21 are not restricted by the above 16 equations, therefore the number of vectors
(u1.1,u21) which satisfy these above equations is ¢3.

Hence, the number of solutions is qo - ¢}, which is |Ep|, and

B |So| B (2k+160)4 . qg - qi0 - (2k+160)4 . qS q

> E - a? 1
Pr[VieW = V’b: 0] — ’ 0‘ _ q0 - 41

In the case of b = 1, the equations 11-16 are replaced by the following equations 11’-16’ respec-
tively.

Fo(uig) + gy = g, (11)
Fy (uzp) +taqn = g, (12)
Fq1 (6) +isqn = é (13/)
Fp(0)+taq = (14')
r1,121,0 T 7“271(41122’0 = IOgQL1 le (mod q1) (15/)
T1,1%1,1 + r1,1001221 + 7’271(211332,1 + 7"271(211041];271 = loggl’l (% (mod q1) (16,)
where 711 = loggL1 Ui, T2l = loggm uz 1, and ag = SHIA(I (u171,u2,1, e).
By a similar observation as that in the case of b = 0, we have |S1| = (28+160)4. 40 . 40 and
|E1] = q1 - ¢} Therefore,
| £ Q- 1
View = Vb =1 = = .
Priview = VD=1 = {gi] ~ Gy of g ~ @y g
In conclusion, we have Pr[View = V|b = 0] = Pr[View = V|b = 1]. O

E.2.3 Proof of Lemma 9

We first define the events InvAg and InvA;. The event InvA( (respectively InvA;) is true if during the
execution of D the adversary A submits an invalid anonymized ciphertext to its decryption oracle
DAy, (resp. DAgy, ) for anonymized ciphertexts and does not get L. We also define the events InvSg
and InvS;. The event InvSy (respectively InvSy) is true if during the execution of D the adversary A
submits an invalid ciphertext to its decryption oracle Dy, (resp. Dgy, ) for standard ciphertexts and
does not get L.

It is clear that

Pr{lnv|=NR] < Pr[InvAg|=NR] + Pr[InvA;1|=NR] + Pr[InvSo|-=NR] + Pr[InvS;|-NR].

We now evaluate Pr[InvAg|-NR]. Assume the adversary A submits an invalid ciphertext (a}, 45, €', 7')
to its decryption oracle DAgy,. Let (ull,b’ u’Q’b, ¢’,v’) denote the challenge ciphertext.
Then, we have

(u1,p, U2 p, €,0) = qu 4(u1 » mod qo, U » mod qo, ¢ mod qo, v’ mod qp)

and

(ﬂlaﬂ%évﬁ):F !

o (@} mod o, @) mod go, € mod gp, 7" mod qp).

Note that F 4 is bijective. Furthermore, we have g = EH g, (11, U2, €) and agp = EH i, (U1p, U2 p, €).
We cons1der the following three cases.
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o Case 1 : (t1,Us2,€) = (u1p, u2p, €)
e Case 2 : (ﬂl,ﬂg, é) 75 (ul,b,uzb, 6) and 5[0 = Qpp
e Case 3 : (u1,U2,€) # (u1p, u2p, e) and &y # agy

In Case 1, noticing that (@}, ay,€',7") ¢ ECcs((uy, Uy, €,v"),pko),  # v and the decryption
oracle will reject. If Case 2 occurs, it implies that the adversary A can find a collision for EH .
Therefore, there exists an adversary C' attacking the collision-resistance of H such that

Pr[InvAp|=NR] Pr[InvAp|Case 1 A =NR] - Pr[Case 1]
Pr[InvAg|Case 2 A =NR] - Pr[Case 2] 4+ Pr[InvAg|Case 3 A =NR] - Pr[Case 3]
0 + Pr[Case 2] + Pr[InvAg|Case 3 A =NR]

0+ Advy (k) + Pr[InvAq|Case 3 A ~NR].

INIA + I

Note that the time-complexity of C' is bounded by that of A plus O(k3).
We now bound Pr{InvAg|Case 3 A =NR].
A ciphertext (a}, @), é',7") submitted to the DAy, is accepted when

(al)x1,0+y1,0070 (ﬁ2)12,0+y2,05¢0 = 7.

Let 1 = g1y, U2 = g57 = g1 *- We can rewrite the above equation as

’leLo + ?:1611‘270 + 7:2(2)01‘270 + ’Fg(f)odyz() = 10g§1,o v (mod QQ). (17)
Let us define the following events:

e InvA,  is true if the adversary A during its i-th query submits an invalid ciphertext (@}, a5, €, ")
subject to Case 3 to the decryption oracle DAy, for i € {1,2,---, ¢4} and does not get L.

e B is a set {3 € 5|3 gives rise to equation 17 and =NR} and Case 3.

We now consider the simulation of D Agy,. To submit a ciphertext which will not be rejected, the
adversary should find the coefficients for Equation 17 which is consistent with its view, which with
equal probability can contain a hidden bit b = 0 and b = 1. Therefore,

Pr[lnvA170|ﬁNR]
Pr[EI™ A Eg)  Pr[E™Y A By

1 : 1 .

PI‘[Eo] PI‘[El]
< |Ey™ A Eo| - |S| | |EQY AEy| -S| _ |E§™ A Eol |Eionv/\E1|.
- 2[5]|Eo 2|S|| 1| 2q0q} 2q14;

where |EI A Ey| is the number of solutions to the system of equations 1-16 and 17 assuming —NR,
and |EI™ A Eq| is that of equations 1-10, 11’16/, and 17 assuming —NR.

In the case of |EJ™ A Ep|, adding equation 17 to the system of equations 1-16, (x1.0, 22,0, ¥1,0, ¥2,0)
are fixed uniquely. The other values are not restricted by equation 17. Then, we have |E(i)n"/\E0| =q.

In the case of ]E(i)n" A Eql, adding equation 17 to the system of equations 1-10 and 11-16, the
number of vectors (z1,0,22,0,91,0,Y2,0) Which satisfy the system of equations 1-10, 11'-16", and 17
is reduced from ¢ to gi. The other values are not restricted by equation 17. Hence, we have
|ES™ A Bl = qugg.

Therefore,

5 4
1
Pr(lnvA, o|-NR] < L 4 890 _ —
29047 2195 Qo
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Each time the adversary submits an invalid ciphertext and it gets rejected, this reduces the set
of the next possible decryption oracle queries at most by one. Hence, we have

R W 2qa(k) _ qa(k)
Pr{InvAp|=NR A Case 3] < ; PrllnvA; o|=NR] < ; s < % < =

Therefore, we have

o qa(k)
Pr[lnvAg|=NR] < Advyy (k) + ok—2 "

Similarly, we can evaluate Pr[InvA; 1|=-NR A Case 3] < 1/¢1, and

PI'[IHVA1|—|NR] S Adv%,C(k) + Qd(k)

We now consider Pr[InvSo|=NR] and Pr[InvS;|-NR]. We can define the event InvS; ¢ in a similar
way as that for InvA; . It is easy to see that if the adversary A can submit an invalid ciphertext to its
decryption oracle Dy, for standard ciphertexts then A can submit an invalid anonymized ciphertext
to its decryption oracle DAy, for anonymized ciphertexts. Thus, we have

Pr(InvS; o|=NR A Case 3] < Pr[lnvA; o|-NR A Case 3],

and

o (k)
Pr{InvSo|-NR] < AdvS; o (k) + 255

Similarly, we can evaluate

/
k
Pr{InvS, [~NR] < Advs; (k) + )

In conclusion, we have

k "k
Pr[lnv[=NR A Case 3] < 4Adv (k) + M.
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