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Abstract

In this paper, we introduce a new notion of conditional converge cast (CCC), such that
we append the conditional property to converge cast. Additionally, we generalize the three
primitives with conditional property, conditional oblivious transfer (COT), conditional oblivious
cast (COC), and CCC.

CCC is a three-party protocol which involves two senders Sy and S7 and a receiver R. Sy
owns a secret x and a message mg, and S; y and my. In a CCC protocol for the predicate
Q (Q-CCCQC), Sy and S; send their messages to R in a masked form. R obtains the message
depending on the value of Q(x,y), i.e. R obtains mg if Q(x,y) = 0 and m; otherwise. Besides,
the secrets x and y cannot be revealed to R or the other sender. We propose a CCC protocol
for “equality” predicate with an additively homomorphic encryption scheme.

Additionally, we extend l-out-of-2 COT/COC/CCC to l-out-of-n COT/COC/CCC. In
1-out-of-2 protocols, a sender or senders send two messages to a receiver or receivers. In 1-out-
of-n protocols, a sender or senders send n messages, where n = 2! for some I. We provide the
consecutive definitions and the concrete protocols for 1-out-of-n COT/COC/CCC protocols.
We prove that our protocols are secure under the security of 1-out-of-2 protocols.

Keywords: conditional oblivious transfer, conditional oblivious cast, converge cast.

1 Introduction

Oblivious transfer (OT) is an important primitive proposed by Rabin [8], and it is used in many
cryptographic protocols. OT involves two parties, the sender and the receiver. The sender sends
a bit to the receiver and the receiver obtains it with probability 1/2. As the primitives for three
parties with similar property to OT, oblivious cast (OC) and converge cast (CC) were presented
by Fitzi, Garay, Maurer, and Ostrovsky [6]. OC involves one sender and two receivers, and CC
two senders and one receiver. In an OC protocol, the sender sends a message and exactly one of
the receivers obtains it. In a CC protocol, the senders send their own messages and the receiver
obtains one of the massages. As well as in OT, unnecessary information cannot be revealed to
other parties in both protocols.

OT was developed to various types, such as 1-out-of-2 OT (OT3) [5], 1-out-of-n OT (OT}) [2],
k-out-of-n OT (OTE) [7], conditional OT (COT) [4], strong COT (SCOT) [1], conditional OC
(COC) [3], 1-out-of-2 COC (COCI) [3], etc. In a Q-COT protocol which is COT with the condi-
tional predicate @), the sender owns a secret x and a message m, and the receiver owns a secret y
such that the receiver obtains m from the sender if and only if the condition Q(x,y) is evaluated as
true. In a Q-SCOT protocol, the sender sends two messages mg and m1, and the receiver obtains



MQ(z,y)- SCOT has 1-out-of-2 property, and suffices our security notion as COT3. COC and COC}
are constructed similarly to COT and SCOT, but the two secrets x and y are prepared to two
receivers, respectively.

In this paper, we introduce liberally two notions, conditional converge cast (CCC) and 1-
out-of-n COT/COC/CCC (COTL/COCL/CCCL). CCC is the protocol such that we append the
conditional property to CC for generalization. CC involves two senders Sy and 51 and a receiver R,
where Sy and S7 own their messages mg and m, respectively. R obtains exactly one of the messages
with probability 1/2 after running the protocol without having the other message revealed. Sy
obtains no information about S7’s message, and vice versa. Sy and S also obtain no information
which message is received. We append the conditional property to CC by the predicate Q). In a
Q-CCC protocol, Sp and 51 have their secrets x and y, respectively, and R obtains mgq(,,, after
running the protocol. R still obtains no information about the other message, and Sy obtains
no information about S7’s message, and vice versa. Sy and S also obtain no information which
message is received. Additionally, we introduce the new security that the sender’s secret cannot be
revealed to the other sender or the receiver. This notion implies the receiver’s security, since if one
of the senders obtains any idea of Q(z,y) then he has some information about the other’s secret.
In addition, we introduce new protocols COT}, COCL, and CCC}, which are the generalization
of 1-out-of-2 protocols. COT3 and COC} were presented in the previous works, and CCC} is
provided in this paper, since CCC has 1-out-of-2 property consequently. We construct 1-out-of-n
protocols from 1-out-of-2 ones with the technique in [7].

2 Preliminaries

In this section, we provide some necessary terminology and notation. We start with basic notations,
then we provide an additively homomorphic encryption scheme.

2.1 Basic Notions and Model

We use standard notations and conventions for writing probabilistic algorithms and experiments.
An algorithm is a Turing machine. An efficient algorithm is an algorithm running in probabilistic
polynomial time. An interactive Turing machine is a probabilistic algorithm with an additional
communication tape. A set of interactive Turing machines is an interactive protocol. If A is a
probabilistic algorithm, then y « A(x1,x9,...,) is the experiment of obtaining y by running A
on inputs (z1, e, ...), where the probability space is given by the random coins of algorithm A.
Similarly, the notation ¢t «— (A(x), B(y))(z) denotes the probabilistic experiment of running an
interactive protocol (A, B), where = is A’s input, y is B’s input, z is an input common to A and
B, and t is a transcript of the communication between A and B during such an execution. If S is
a finite set, then x « S is the operation of picking an element uniformly from S. If « is neither an
algorithm nor a set, then x <+ « is a simple assignment statement. If A is an interactive Turing
machine, then A <« z (7) denotes a communication sending x to A, and x «— A (i) denotes a
communication receiving x from A, where (i) denotes the i-th phase of the communication. If IT
is an interactive protocol and P is its participant, then IIp <« z (i) denotes running a protocol
with z as P’s input, and 2 < IIp (i) denotes that P obtains x as a result of running a protocol,
where (7) denotes the i-th phase of the communication. If vy, ..., v, are variables, then (v1,...,v,)
denotes the random ordered vector.

By Pr[Ry,..., R, : E] we denote the probability of event E, after the execution of probabilistic
experiments Rq,...,R,. Let a ® b be the string obtained as the bitwise logical xor of strings
a and b. Let a||b be the string obtained by concatenating strings a and b. We say a function
f : N — R is negligible in n if for every positive polynomial p there exists an N, such that for
all n > N, f(n) < 1/p(n). We say a probability is overwhelming in n if it is negligible different
from 1. Let {X,}nen and {Y, }nen be distribution ensembles. We say {X, }nen and {Y), }nen



are computationally indistinguishable if for any polynomial-time probabilistic Turing machine D,
|Prp(Xy) — Prp(Y,)| < €(n) is negligible in n where Prp(X,,) is the probability that D accepts z
chosen according to the distribution X,,. We call {X, },en and {Y, }nen are statistically indistin-
guishable if 3" |Pr[X,, = o] — Pr[Y,, = a| is negligible.

We are working in a setting with two, or three participants, who use randomness in their

computation. We denote the view of a party P executing a protocol Il with a party Pi,..., P, on
respective inputs x and x1,...,z, by VIEWg(x,xl, ..., Ty). We note that VIEWE(Lxl, ey Tp)
is a random variable over the random coins of P and Pi,..., P,_1. We stress that although our

constructions and analysis are presented for a fixed security parameter k, we have in mind their
asymptotic notions. Therefore, for example, when talking about a view of a party VIEWE(w, Y),
we mean an ensemble {VIEWX(z,y)}, of views. We denote statistical indistinguishability of

ensembles of random variables X and Y by X Z Y and their computational indistinguishability
by X =Y.

2.2 Additively Homomorphic Encryption Scheme

Our constructions use a semantically secure additively homomorphic encryption scheme. An en-
cryption scheme (G, E, D) is additively homomorphic if for any mg and my, D(E(mg) ® E(m1)) =
D(E(mgp+m1)), where ® is an operation defined on the image of E' and + is on the domain. The
Paillier encryption scheme [9] is additively homomorphic as follows:

- G(1%) = (p,q, N, a, g), where N = pq is a k-bit number, p and ¢ are two large primes, and g
is an integer of order N mod N? for some integer a. Let pk = (g, N), sk = lem(p—1,¢—1).

— E(m) = g™ mod N2, where m € Zy, r €g Zy,.

L(c*™N) mod N2 u—
_ D(C) = W, Where L(u) = Tl

For any mg, mi,pk = (9,N), sk = lem(p — 1,q — 1), the operation E(mg) ® E(m;) is additively
homomorphic since
D(E(mg) ® E(m1)) = D((¢™rg)(g"™r1"))
= D(g" ™ (o))
D(E(mo + my1))
We can compute E(cm) from E(m) via O(log c¢) repeated additions for a constant c, since we can
compute E(2m) easily. For example, we can compute E(19m) by calculating E((20°219 4 3)m) =
E((2* +3)m) = E(2m)* ® E(3m). For ease and clarity, we use + and — as operations on the

image of F corresponding to operations on the domain. Note that the Paillier encryption scheme
is semantically secure [9].

3 Definition

In this section, we provide formal definitions for a CCC protocol, and 1-out-of-n COT/COC/CCC
protocols which are the natural extensions of 1-out-of-2 COT/COC/CCC protocols, respectively.
3.1 Conditional Converge Cast

Informally speaking, Q-CCC is a three party protocol with two senders Sy, S1 who have messages
mg, m1 and secrets x,y, respectively, and one receiver R. Q-CCC has two following properties:

— Correctness: R obtains my from S; if Q(x,y) =1, and mg otherwise.



— Sender’s security: R obtains exactly one message from either Sy or S;. After running the
protocol, x is kept secret from S; and R, and y is kept secret from Sy and R.

The definition for Q-CCC} is as follows.

Definition 3.1 (Q-CCCQC). Let k be the security parameter. Let Sp,S1 and R be all polynomial-
time probabilistic Turing machines (PPTMs), and Q the predicate computable in polynomial time.
Let mo and x be the message and the secret of Sy, and my and y those of S1. Let (Sp, S1, R)(-) be
the communication transcript. We say that a three-party interactive protocol I1 = (Sy, S1, R) is a
secure Q-CCC protocol if it satisfies the following requirements:

1. Correctness:

(a) For any x,y,mo,my from appropriate domains with Q(x,y) = 0, the following proba-
bility is overwhelming in k:
— Pr [ tr « (So(mg, x), S1(m1, ), RO))(1%) : R(1*,tr) = mg ]
(b) For any x,y,mgo,m1 from appropriate domains with Q(z,y) = 1, the following proba-
bility is overwhelming in k:
— Pr [ tr — (So(mg, x), S1(m1,z), RO)Y(1*) : R(1*,tr) = my ]

2. Sender’s security:

(a) (R obtains essentially no information other than the transferred message.) There exists
a simulator Simpg, such that for any x,y, mg, m1 from appropriate domains,
- Zf Q(x7 y) =0 then {SimR<m07 J—u J-)}k % {VIEW%((T)’LO? .’IJ), (m17 y)7 J—)}k
— if Q(a,y) =1 then {Simp(L,m1, 1)}, = {VIEWR((mo, z), (m1,), 1)}k

(b) (So and Si obtain no efficiently computable information about other’s input.) There
exists simulators Simg,, Simg, , such that for any z,y, mg, m1 from appropriate domains,

- {Simso((mo,a:), J-7J-)}k = {VIEWI;O((WQ,JZ), (mlvy)a—]-)}k
- {Simsl (J_, (mhy)?J-)}k é {VIEng((m07ff?)a (mlvy)a—]-)}k

3.2 1-out-of-n COT/COC/CCC

We define COT}, as the natural extension of COTA. A sender sends n messages to a receiver and
the receiver obtains the message depending on the result of the predicate with the sender’s secret
and the receiver’s one. We consider a message index as a [-bit string or n = 2. COT}, has I
predicates, and the sender and the receiver have [ secrets, respectively. It is the same in COC
and CCC. We can obtain k-out-of-n COT/COC/CCC protocols from 1-out-of-n ones trivially by
running the protocol &k times.

Definition 3.2 (Q-COTY)). Let k be the security parameter. Let S and R be all polynomial-
time probabilistic Turing machines (PPTMs) and Q = (Q1,...,Q;) the predicates (n = 2!). Let
m = (my,...,my) and x = (x1,...,x;) be the messages and the secrets of S, and y = (y1,...,y;)
the secrets of R. Let (S, R)(-) be the communication transcript. We say that a two-party interactive
protocol 11 = (S, R) is a secure Q-COTL protocol if it satisfies the following requirements:

1. Correctness:

For any m,x,y from appropriate domains with [-bit string i = Q1(x1,y1) -+ - Qi(x1, 1),
the following probability is overwhelming in k:

— Pr [ tr « (S(m,x), R(y))(1%) : R(y, 1% tr) = m; |



2. Sender’s security:

(R obtains essentially no information other than the transferred message.) There exists
a simulator Simpg, such that for any m,z,y with 1-bit string i = Q1(z1,y1) - - Qi(z1, Y1)
from appropriate domains,

— {Simp(mi, y)} = {VIEW((m, ), y) }
3. Receiver’s security:

(S obtains no efficiently computable information about y.) There exists a simulator
Simg, such that for any m,x,y from appropriate domains,

- {SimS((max)aj—)}k é {VIEWE((mvx)ay)}k

Definition 3.3 (Q-COCY)). Let k be the security parameter. Let S, Ry and Ry be all polynomial-
time probabilistic Turing machines (PPTMs), and Q = (Q1,...,Q;) the predicates (n = 2'). Let
m = (mq,...,my) be the messages. Let © = (z1,...,x;) and y = (y1,...,y1) be the secrets of
Ry and Ry, respectively. Let (S, Ry, R1)(-) be the communication transcript. We say that a three-
party interactive protocol II = (S, Rg, Ry) is a secure Q-COCL protocol if it satisfies the following
requirements:

1. Correctness:
For any m,z,y from appropriate domains with 1-bit string i = Q1(x1,y1) -+ - Qi(z1, 1),

the following probability is overwhelming in k:
— Pr [ tr « (S(m), Ro(x), R1(y))(1%) : Ro(x, 1¥,tr) = Ry(y, 1%, tr) = m; |

2. Sender’s security:

(Ro and Ry obtain essentially no information other than the transferred message.)
There exist simulators Simpg;, such that for any m,x,y with 1-bil string i =
Qi(@1,y1) -+~ Qulws, ) from appropriate domains,
. S
- {SlmRo (mi,l', J—)}k = {VIEW%O (m,x, y)}k

- {Sile (mia 1, y)}k‘ % {VIEng (m7 x, y)}k
3. Receiver’s security:

(a) (S obtains no efficiently computable information about x and y.) There exists a simu-
lator Simg, such that for any m,x,y from appropriate domains,

— {Simg(m, L, L)}x = {VIEWS(m, z,y) }x

(b) (Ro and Ry obtains no efficiently computable information about the other’s secret.)
There exist simulators Simpg, and Simp,, such that for any m,x,y from appropriate
domains,

— {Simp, (m, z, L)}, = {VIEW%O(m,x,y)}k
— {Simpg,(m,z, L)} = {VIEVV%0 (m, z,9) }k

Definition 3.4 (Q-CCC)). Let k be the security parameter. Let So,S1 and R be all polynomial-
time probabilistic Turing machines (PPTMs), and Q = (Q1,...,Q;) the predicates (n = 2!). Let
m = (mi,...,My),m = (Mpjoq1,-.,mp)w = (x1,...,21) and y = (y1,...,y1) be the messages
and the secrets of Sy and S1, respectively. Let (Sp, S1, R)(-) be the communication transcript. We
say that a three-party interactive protocol Il = (S, S1, R) is a secure Q-CCC}, protocol if it satisfies
the following requirements:



1. Correctness:

For any m,,m',x,y from appropriate domains with i = Q1(z1,y1) - Qi(z1,y1), the
following probability is overwhelming in k:

— Pr [ tr « (So(m,z), S1(m,y), RO))(1%) : R(1*,tr) = m; |
2. Sender’s security:

(a) (R obtains essentially no information other than the transferred message.) There exists
a simulator Simpg, such that for any m,z,y with 1-bit string i = Q1(z1,y1) - - - Qu(z1, Y1)
from appropriate domains,

- {SlmR(ml)}k = {VIEW%((TH, .T), (m/7 y)? —L)}k

(b) (So and Sy obtain no efficiently computable information about the other’s secret.) There

exist simulators Simg,, Simg,, such that for any m,x,y from appropriate domains,
— {Simsg, ((m, ), L, 1)} = {VIEWY, ((m,x), (m,y), L}
- {Sim51 (J—a (mla y)7 J—)}k é {VIEng ((m7 .I‘), (mla y)v J—}k

4 Constructions

We provide a CCC protocol for “equality” and 1-out-of-n setting COT/COC/CCC protocols. In
order to compute the predicate, we use the Paillier encryption scheme [9] as an additively homo-
morphic encryption scheme. We use 1-out-fo-2 setting COT/COC/CCC protocols for construction
of 1-out-of-n COT/COC/CCC ones.

4.1 1l-out-of-2 EQ-CCC

In order to compare = and y, we use an additively homomorphic encryption scheme. We mask
my with r(z — y) via an additively homomorphic encryption, where r is a random number. We
prepare a flag per bit whose value depends on the bitwise comparison of x with y. The value is
a random number if the result of the comparison is “equal”, and 0 otherwise. We compute the
messages up to the number of bit-length of x or y, where each message generated by masking of
mo with such a flag.

4.1.1 Construction

Let M be the message space of the Paillier encryption scheme (G, E, D), i.e. M = Zy—pq where
p < q for ease and clarity. Let M’ be the message space which suffices the following. For any
m € M', m||0F is the element of M. Let (mg,z) be the message and the secret of Sy, and (m1,y)
those of Sy, where mg, m; € M’, |z| = |y| = n and n is smaller than the bit length of p. x; and y;
denote the i-th bit of x and y. We construct a EQ-CCC3 protocol I = (Sp, S1, R) as follows:

Algorithm So(mo,z, 1%)
pk,M — R (0)
(M1,Y1,...,Y,) < S1 (1)
Ceq +— My
for(i=1,i <n,i+ +){
D; = Epi (i) = Yi, D — Epi(i) +Y; — Epi(1)
Ey — Ep(0), E; — 2E;_1 + D;



ri — M,r, — M

Ceq «— Ceq +1;D;

C; «— Epr(mol|0%) +ri(E; — D; + D))
}
R (Ceq, (C1,...,Cn))  (2)

return L

Algorithm Sy (my,y,1%)
pk, M — R (0)
Sp (Epk(mluok)vEpk(yl)a---aEpk(yn)) (1)
return |

Algorithm R(1F)
pk, sk «— G(1?%)
So,S1 < pk, M (0)
(Co,Ch,y...,C) — Sy (2)
for(i =0,i <m,i++){
agl|bi — Dg(C;)  (b; is k bit)
if b; = 0 then return q;

}

return L

In the algorithm Sy we calculate following variables via additively homomorphic encryption.

Dy(D;) i=d;i = i — y;
Do (D;) == dj = xi +yi — 1
Dy (E;) := e; = 2e;,—1 + d; where ey =0

n
Dsk(ceq) = Ceq = mlHOk + Zridi
i=1
Dsk(CZ) = = m0||0k + ré(ei —d; + d;)
If 2; = y;, d; = 0 and d; = £1; otherwise, d; = +1 and d; = 0. Let [ be the rightmost different bit
between x and y. We have e; =0if i <1, 0 < |e;| <pifi >, and e; = d; if i = 1.

4.1.2 Security proof

The interactive protocol IT = (Sy, S1, R) is a secure CCC protocol against the semi-honest (honest-
but-curious) senders and the malicious receiver, assuming semantic security of the employed en-
cryption scheme.

Correctness

(a) Assume that Q(z,y) = 0: Let [ be the index of the first different bit of  and y. In the
algorithm Sp, we see that d; = ¢; and d; = 0, hence ¢ = mo||0¥. R verifies ciphertexts from a



younger index to an elder one, hence R returns mg when “if a; # mg then b; # 0” holds for any ¢
which is smaller than the index of the correct ciphertext Ep(c;).

First, we consider the value of C¢q. In the algorithm Sy, r; is uniformly picked from M and
d; = x; —y; = %1, and thus ¢, is also uniformly distributed on M. Therefore, in the algorithm
R, the probability that “by = 0 and ag # mg” is 27%(1 — 27%). Next, we consider the values of
C; (1 <4 < n). In the algorithm Sp, r} is uniformly picked from M. Because |x| and |y| is smaller
than the bit length of p, GCD(e; — d; +d}, N) = 1, hence r}(e; — d; + d}) is uniformly distributed
on M. Therefore, the probability that “b; = 0 and a; # mg” is 27%(1 — 27%). The worst case is
that the last element of (C4,...,Cy) is Epi(c¢;). From the above discussion, we have

Pr [ tr — (So(mo, ), S (m1, ), R())(1*) : R(1*,tr) = myq |
>(1—=27F1-27%)" > 1 — (k)

(b) Assume that Q(z,y) = 1: In the algorithm Sy, since d; = 0 for any ¢ (1 < ¢ < n), we have
Ceq = m1||0%. Therefore, R returns m; with probability 1.

Sender’s security

(a) Security against the receiver: The view of R is VIEWY ((mq, z), (m1,y), L) =
(Co,C1,...,Ch).

Assume that Q(z,y) = 0. As we showed above, one element of (Cy, ..., Cy) is Ey,(mo||0%), and
others are all uniformly distributed on M. Therefore, we can construct the simulator as follows:

Algorithm Simp(my)
for(i = 1,4 < mn,i+ +){
T < M
}

return (Epk(rl), <Epk(m0H0k), Epk(rg), R ,Epk(rn)))

The output of Simp(myg) is statistically indistinguishable from the view of R.
Assume that Q(z,y) = 1. As we showed above, ¢; (1 <1i < n) are all uniformly distributed on
M. Therefore, we can construct the simulator as follows,

Algorithm Simp(m)
for(i=1,1 <n,i+ +){
T < M

}

return (Epk(ma), (Epk(r1), .., Epi(rn)))

The output of Simp(myg) is statistically indistinguishable from the view of R.

(b) Security against the sender: The view of Sy is (mg, z, M1, Y1, ..., Yo, 71, oy Tny T, ooy Th).
The simulator Simg, ((z, mo), L, L) has mg and x as the input, and r; and 7/ is uniformly distributed
on M. For My,Y7,...,Y, we construct the simulator as follows,

Algorithm Simg,((z,mo), L, 1)
r—M
M{ — pk(T)
for(i=1,i <n,i++){



a; <—M,bi <—M,Ci — M
Y, — Epk(ai)

7

}

! ! !
return (mo,z, M1, Y{,..., Y, b1,....bp,C1,...,Cpn)

bi,c; and r;,r} are all uniformly distributed on M. It follows directly that there is no efficient
distinguisher between M;, Y1, ..., Y, and M{,Y/,... Y, from the semantic security of the employed
encryption scheme.

4.2 1l-out-of-n Q-COT

Our construction of a COTY protocol uses the secure COTS one as a special case of COT} one.
For example, a SCOT protocol [1] suffices our security notions as COTA.

4.2.1 Construction

Let Q1,...,Q; be the predicates and Q = (Q1,...,Q;). Let Q;-COTL = (S%, R?) be a secure COT}
protocol with the security parameter k. We construct a Q—COT;I protocol with Q1-COT3,...,Q;-
COT3. Let M be the message space of COTS, and M’ the message space which suffices the
following. For any K € M’, 0||K and 1||K is the element of M. Let m = (mq,...,my) be the
messages from M, and = = (z1,...,x;) and y = (y1,...,y;) the secrets of S and R, respectively,
from the domain of the secrets of Q;-COTS. We construct a Q-COT} protocol I = (S, R) as
follows:

Algorithm S(m,z,1%)
for(i=1,i <l,i++){
K — M K} — M
Q-COTyg « (O||K7 1| K} zs) (1)
}
for(i=1,1 <n,i+ +){
l .
Ci — m; B @ K;j where 7; denotes j—th bit of ¢

=1

}
R«— (c1,...,cn) (2)

return L

Algorithm R(y,1%)
for(t=1,1 <l,i++){
QiCOTyp = (1)
ki — Q-COT3p (1)
LK} — k; (I is 1 bit)
}
(cly..oycn) «— S (2)

l
return c; P @ Kjlj where I; denotes j—th bit of [
j=1

The complexity of the whole protocol is log n invocations of the COT3 protocol.



4.2.2 Security proof
The interactive protocol IT is a secure COTYL protocol against the semi-honest (honest-but-curious)

sender and the malicious receiver.

Correctness Let v; be the success probability of Q;-COT}. R obtains the correct message if
and only if all @;-COT} is successful.

Pr [ tr — (S(z,m), R(y))(1%) : R(y, 1% tr) HVZ >1—¢(

Sender’s security We denote the view of R by (y,¢,a) where y = (y1,...,yn), ¢ = (c1,...,¢Cn),
and a = (a1,...,a;) are the views of R!. Because of the sender’s security of Q;-COT3, for all
i (1 <i<1) there exists a simulator which simulates the view of R’, i.e.

Il

COT} (

{Simps (K2 y)yy, = (VIEWSS KO KL i), yi) b

We construct the simulator Simg(mq(y,y), y) as follows:

Algorithm Simg(mgz.y),Y)
for(i=1,1 <l,i++){
ri — M,c; — M
a; < Simpi(rs, y;)

}

d—(d,....c)
a — (ay,...,a,)

return (y,c,a’)

We show that there is no efficient distinguisher between (y, ¢, a) and (y, ¢, a’). The elements of ¢
and ¢ are all uniformly distributed on M, hence there are statistically indistinguishable. a and o’
are statistically indistinguishable because of the sender’s security of Q;~COT3.

Receiver’s security We denote the view of S by (m,x, K,a) where m = (my,...,my,), ¢ =
(z1,...,21), K = (K, K}),..., (K}, K})), and @ = (a1,...,qa) are the views of S’. Because of
the receiver’s security of Q;-COTS, for all i (1 < i <) there exists a simulator which simulates
the view of S%, i.e.

-COT} ((

{Simgi (K9, K}, ), L)}y, = (VIEWS KO K} @), )b

We construct the simulator Simg((m,z), L) as follows,

Algorithm Simg((m,z), L)
for(i=1,i <l,i++){
) M,r} — M
al — Simgi (19,7}, z;), L)

¥
K" (19,r1),..., (1))
a —ay,...,q

return (m,z, K',a’)

10



The elements of K and K’ are all uniformly distributed on M, hence they are computationally
indistinguishable. Suppose that there exists a efficient distinguisher between (m,z, K,a) and
(m,x, K',a'), we can construct the adversary who breaks the receiver’s security of Q;~COTA.. Let
A, B be PPTMs, where A attacks the receiver’s security of Q;~-COT}S, and B distinguishes a from
a’ in probability v and in efficient time ¢. The construction is as follows,

Algorithm A(z)
TlyeveyTp — 1 — M.
b— B((z,r1,...,Tn—1))

return b

B distinguishes the tuple of n distributions with probability v, thus A distinguishes x with prob-
ability at least v/n in time ¢. If v is not negligible then it contradicts the receiver’s security of
Q;-COT4.

4.3 1l-out-of-n Q-COC

Our construction of a COCL protocol uses the secure COCJ one as a special case of COC} one.
For example, a COC} protocol [3] suffices our security notions.

4.3.1 Construction

Let Q1,...,Q be the predicates, and @ = (Q1,...,Q;). Let Q;-COC} = (S*, R}, R}) be a secure
COC! protocol with the security parameter k. We construct a Q-COC;Z protocol, with Q1-
COCi,...,Q-COCL. Let M be the message space of COCJ}, and M’ the message space which
suffices the following. For any K € M’, 0||K and 1||K is the element of M. Let m = (mq,...,my,)
be the messages from M, and z = (x1,...,7;) and y = (y1,...,y;) the secrets of Ry and Ry,
respectively, from the domain of the secrets of @Q;-COC}. We construct a Q-COC) protocol
IT = (S, Ry, R1) as follows:

Algorithm S(m, 1%)
for(i=1,i <l,i++){
K — M K} — M
Qi-COChg — (O|| K7 1K} @) (1)
}
for(i=1,1 <n,i+ +){
!
c; — m; ® @ K;’ where 7; denotes j—th bit of ¢
j=1

}
Ry, Ry — (c1,...,¢p) (2)

return L

Algorithm Ry(x,1%)
for(i=1,i <l,i++){
Qi'COC%Ré A (1)
ki Q-COChp (1)
LK) — ki (I is 1 bit)

11



¥
(c1y...ycn) «— S (2)

l
return c; b @ Kjlj where I; denotes j—th bit of 1
j=1
Algorithm Ry (y,1%)
for(i=1,i <l,i++){
ki — Q-COChp (1)
LK) — ki (I is 1 bit)
}
(c1,...,¢p) < S (2)
l
I . .
return c¢; @ @ K" where I; denotes j—th bit of I
j=1

The complexity of the whole protocol is log n invocations of the COC protocols.

4.3.2 Security proof

The interactive protocol II is a secure COT}, protocol against the semi-honest (honest-but-curious)
sender and the malicious receivers.

Correctness Let v; be the success probability of Qi—COCé. Ry and R; obtain the correct
message if and only if all Q;-COC] is successful.

Pr [ tr — (S(m), Ro(z), R1(y))(1%) : Ro(x, 1%, tr) = Ry(y, 1%, tr) HVZ >1—¢(

Sender’s security We denote the views of Ry and R; by (z,c¢,a) and (y,c,b), respectively,

where x = (z1,...,24), ¥y = (Y1,---,Yn), ¢ = (¢1,..-,¢,) and a = (aq,..., )b:(bl,...,bl)are
the views of R’, respectlvely Because of the sender’s securlty of Q;- COC foralli (1 <i <)
there exists snnulators which simulate the views of R, R}, respectively, i.e.
isYi S Z‘-COT1
{Simmpg (B i) e = {VIEW G T (D, KD i i) b

; i(Ti,Yi COT}
{Simpy (K2 )} = (VIEWS OO (KD, KD i) b
We construct the simulator Simpg, (Mg sy, y) and Simg, (Mg, y) as follows:

Algorithm Simpg,(MmQ(g,y), T)
for(i=1,i <l,i++){
r; «— M, C; — M
a; — SimRé (ri, x;)
}
cl — (0/17...,0;1)

a «— (d),...,a))
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return (z,c,d’)

Algorithm Simpg, (MQ(z.y): Y)
for(i=1,i <l,i+ +){
i — M, C; — M
b — Sim i (1, yi)
}
c/ — (Cll,...,cln)
b o— ( ,1,,[?2)

return (y,c,b)

We just show that there is no efficient distinguisher between (z, ¢, a) and (z, ¢, a’), since the same
can be said for (y,c,b) and (y,c,b’). The elements of ¢ and ¢’ are all uniformly distributed on M,
hence there are statistically indistinguishable. Because of the receiver’s security of Q;-COC3, a
and o’ are statistically indistinguishable.

Receiver’s security

(a) Security against the sender: We denote the view of S by (m,K,a) where m =
(m1,...,my), K= (K", K}),...,(K),K})), and a = (ay,...,q;) are the views of S’. Because of
the receiver’s security of Q;~COC} against the sender, for all i (1 < i <) there exists a simulator
which simulates the view of S?, i.e.

. c ;-CO 1
{Simgi (K9, K1), L, L)}y, = {VIEW P2 (K0, K}, i, i) b

We construct the simulator Simg((m,z), L) as follows:

Algorithm Simg(m, L, 1)
for(i=1,1 <l,i++){
7‘? — M, ril — M
al « Simg, ((r?,r}), L, 1)

}
K" (r],r1), . (], 7))
o —d,...d
return (m,z, K',d’)

The elements of K and K’ are all uniformly distributed on M, hence they are computationally

indistinguishable. a and a’ are computationally indistinguishable because of the receiver’s security
of Q;-COCL. We can show this by exactly the same technique as we showed in the receiver’s

security of COTL.

(b) Security against the receiver: We can show this by exactly the same process as the re-
ceiver’s security against the sender.

4.4 1l-out-of-n Q-CCC

Our construction of a CCCL protocol uses the secure CCC one as a special case of CCCL one,
since CCC provides 1-out-of-2 property.
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4.4.1 Construction

Let Q1,...,Q; be the predicates, and Q = (Q1,...,Q;). Let Q;-CCC= (S}, Si, R") be a se-
cure CCC protocol with the security parameter k. We construct a Q—CCC;Z protocol, with @Q1-
CCC,...,Q;-CCC. Let M be the message space of CCC, and M’ the message space which suffices
the following. For any K € M’, O[|K and 1||K is the element of M. Let m = (m1,...,my2),m’ =
(Myj241s -+ s Mn)w = (T1,...,21), and y = (y1,...,y) be the messages and the secrets of Sp, 51,
respectively. The messages are from M and the secrets from the domain of the secrets of Q;-CCC.
We construct a Q-CCC} protocol IT = (Sp, S1, R) as follows:

Algorithm Sp(m,z, 1%)

for(i=1,i <1l,i+ +){

K — M’

Qi-CCCg; « (O||K7, ;) (1)
¥
Sy — (KY,...,KD)
(Ki,...,K}) =S (
for(i=1,1 <n/2,i++){

2)
2)

l
c — m; D @ K;j where 7; denotes j—th bit of ¢
j=1

}
R<—(Cl,...,6n/2) (3)

return L

Algorithm S (m/,y,1%)
for(i = 1,4 <1, i+ +){
K} — M
QiCCCx — (1K} m) (1)
}
So — (Ki,...,K}) (2
(KY,.. . K]) = S0 (2)

for(i=n/2+1,i <n,i+ +){
!
c; — m; ® @Kj’ where 7; denotes j—th bit of ¢
j=1

¥
R—(cn/24+1,...,¢pn) (4)

return L

Algorithm R(y,1%)
for(i=1,i <l,i++){
Qi-CCCRi —yi (1)
ki — Qi-CCCpi (1)
LK) — ki (I is 1 bit)
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¥
(c1,--+5¢ny2) « So (3)
(Cnja41s-++sCn) < S1 (4)

1
return c; § @ Kj[j where I; denotes j—th bit of 1
j=1
The complexity of the whole protocol is logn invocations of the 1-out-of-2 CCC protocol.

4.4.2 Security proof

The interactive protocol IT is a secure CCCL protocol against the semi-honest (honest-but-curious)
senders and the malicious receiver.

Correctness Let v; be the probability that @Q;-CCC successfully conclude. R obtains the correct
message if and only if all the Q;-CCC protocol is successful.

Pr [ tr — (So(z,m), S1(y,m’), R())(1¥) : R(1*, tr) HVZ >1—¢

Sender’s security

(a) Security against the receiver: We denote the view of R by (c,a) where ¢ = (cy,...,cp),
and @ = (ai,...,a;) are the views of R'. Because of the sender’s security of Q;-CCC, for all
i (1 <i <) there exists a simulator which simulates the view of R, i.e.

{Stmp: (Kb 2 (VIBWE O (0,0, (K ), Db
We construct the simulator Simpg(mg(s.,y),y) as follows:

Algorithm Simg(mg(z.y))
for(i=1,1 <l,i++){
ri — M,y — M
a; « Simpg, (r;)
}
d—(d,....d)
a — (ay,...,a,)
return (¢, a’)
We show that there is no efficient distinguisher between (¢, a) and (¢, a’). The elements of ¢ and

¢ are all uniformly distributed on M, hence there are statistically indistinguishable. Because of
the sender’s security of Q;~CCCL a and a’ are statistically indistinguishable.

(b) Security against the sender: We denote the views of Sy and S; by (m,z,K° a) and
(m/,y, K',b), respectively where m = (my, ... sMpya), M= (Myjoq1,. ., mn), ¢ = (21,...,21),
y=(y1,...,y), K= (K},....,K}), K! = (Kll, K}, and a = (ay,...,a;),b= (b,...,b) are
the views of SO, St respectively. Because of the sender’s security of Q;-CCC, for all i (1 <i < 1)
there exists simulators which simulate the views of S, S, respectively, i.e.

Kzo» z;), (Klvyl) L)}k

{VIEWg,” COT2 (KD, @2), (K1), L)

llle

-COT} (

{SimSé ((Kzov l’i), J—a J—)}k {VIEWQZ

[lle

{Simg: (L, (K}, i), 1)}
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We construct the simulator Simg, ((m,z), L, L) and Simg, (L, (m/,y), L) as follows,

Algorithm Simg,((m,z), L, 1)
for(t =1,1 <l,i++){
T < M
a; - SlmSé ((Tiv xi)v 1, J—)

Algorithm Simg, (L, (m’,y), 1)
for(i=1,1 <l,i++){
ri «— M
b, — Simgi (L, (rs, ¥i), L)

/ / /
b «—0bi,....,Y

return (m,z, K’ b')

We just show that there is no efficient distinguisher between (m,z, K°,a) and (m,z, K',d’), since
the same can be said for (m’,y, K',b) and (m',y, K”,t’). The elements of K and K’ are all
uniformly distributed on M, hence they are computationally indistinguishable. a and o’ are
computationally distinguishable because of the receiver’s security of Q;-CCC. We can show this
by exactly the same technique as we showed in receiver’s security of COT..

5 Conclusion

We introduce a new notion of conditional converge cast, such that we append the conditional prop-
erty to converge cast, and new notions of 1-out-of-n conditional oblivious/converge transfer/ cast,
which are the generalization of 1-out-of-2 protocols. The definitions of these notions are given. We
also provide an implementation for these notions.
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