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Abstract

In this paper, we formalize the security notions for token-controlled public-key encryption in
the multi-user setting, by not simply modifying the previous security notions in the single-user
setting proposed by Baek, Safavi-Naini, and Susilo [1], and Galindo and Herranz [4], but employing
the idea to formalize the attacks in the multi-user setting proposed by Bellare, Boldyreva, and
Micali [2]. We formalize four security notions, called M-T1-CCA, M-T2-CCA, M-IS-CPA, and
M-SETUF. Our security notions capture the possibility that the adversary sees the encryptions
of the related messages under the same token and different keys when the choice of the relation is
made by the adversary. We then show the relationships between the previous and our proposed
security notions. We also prove that the Galindo—Herranz scheme, which was proved to be secure
in the single-user setting, also meets our proposed four security notions in the multi-user setting.
that is, we show that the Galindo—Herranz scheme meets M-T1-CCA, M-T2-CCA, M-IS-CPA,
and M-SETUF.

Keywords: token-controlled public-key encryption, multi-user setting, timed-release encryption.

1 Introduction

Consider the following situation. There is a millionaire who would like to write a will for his three
sons. This will is written, sealed, and sent to his sons. However, he will not allow his sons to read
the will before he passes away. Baek, Safavi-Naini, and Susilo [1] gave a solution to this situation by
introducing a cryptographic primitive called token-controlled public-key encryption. In the token-
controlled public-key encryption schemes, the sender encrypts messages by using the public key of
the receiver together with an extra piece of information called “token.” Then, no one can decrypt
the ciphertext even if the underlying token is not released, and only the receiver who has the secret
key can decrypt the ciphertext when the token is released. In the above scenario, by using the token-
controlled public-key encryption scheme, the millionaire encrypts his will with his sons’ public keys
and sends the ciphertext to his sons. Then, he sends the token used to create the sealed will to a
lawyer whom he trusts. In this case, his sons cannot read his will until the token is revealed by the
lawyer. Furthermore, the lawyer cannot read his will since the lawyer does not have a secret key.
Token-controlled public-key encryption is related to other previously proposed primitives in the
context of timed-release encryption [5, 6]. Most of these schemes require the trusted third party which
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must perform some costly cryptographic operations. In token-controlled public-key encryption, the
only cost for the external entity is to store and deliver a token when some condition (not necessarily
related to time) is satisfied. It is required for the token-controlled public-key encryption schemes
that the space to store the token is much less than that to store the ciphertext.

In [1], Baek, Safavi-Naini, and Susilo formalized the definition and the security properties for
token-controlled public-key encryption as the indistinguishability against the outsider attacks (T1-
CCA, T2-CCA), and that against the insider attacks (IS-CPA). The notions T1-CCA and T2-CCA
capture the property that, given a ciphertext (and a token), the person who does not have a secret
key cannot get any information about the plaintext underlying the ciphertext. The adversary in the
T1-CCA game holds neither a secret-key nor a token, while the adversary in the T2-CCA game does
not have a secret-key but has a token. (Note that T2-CCA does not imply T1-CCA since there are
some restrictions with respect to the oracle queries for the adversary in the T2-CCA game, while
there is no such a restriction for that in the T1-CCA game.) On the other hand, the notion IS-CPA
captures the property that, if the token is not revealed, given a ciphertext, not only the person
who does not have a secret key but also the secret-key holder cannot get any information about the
plaintext underlying the ciphertext. They also proposed a token-controlled public-key encryption
scheme and proved its security.

In [4], Galindo and Herranz proposed a new security notion for token-controlled public-key en-
cryption, called the strong existential token unforgeability (SETUF). This security notion captures
the property that anyone cannot produce one ciphertext ¢ and two tokens tkg,tk; such that two
pairs, (c,tko) and (c,tky), are valid, and the two corresponding plaintexts are different. In the will
scenario, if the scheme does not satisfy this security property, the lawyer may be able to change
the will that the millionaire wants to send to his sons by replacing the token. Galindo and Herranz
also showed that the scheme proposed in [1] does not satisfy SETUF. They also proposed a very
simple and efficient generic construction of token-controlled public-key encryption schemes from any
trap-door partial one-way function, and proved its security.

In the practical situation, we can consider the situation that the sender sends many ciphertexts
to many receivers by using the token-controlled public-key encryption schemes. In this case, it is
convenient that one token can control the decryption operation of multiple messages and multiple
receivers. In fact, in [1], Baek, Safavi-Naini, and Susilo noted that the token can be reusable in the
multiple receiver setting, that is, one token can control the decryption operation of multiple receivers
without compromising the security. They also noted that the security notions in the single-user
setting can be extended to those in the multi-user setting. In [4], Galindo and Herranz described the
notion of T2-CCA in the multi-user setting by simply modifying that in the single-user setting.

Incidentally, Bellare, Boldyreva, and Micali [2] formalized the security notion (of the indistin-
guishability) on public-key encryption in the multi-user setting. This security notion is not the
simple extension of that in the single-user setting. In their formalization, they captured the possi-
bility that the adversary sees the encryptions of the related messages under the different keys when
the choice of the relation is made by the adversary. They also showed that any public-key encryp-
tion scheme which is secure in the sense of IND-CCA satisfies the security in the multi-user setting
formalized by Bellare, Boldyreva, and Micali.

In this paper, we formalize the security notions for token-controlled public-key encryption in the
multi-user setting, by not simply modifying the previous security notions in [1], such as [4], but
employing the idea to formalize the attacks in the multi-user setting proposed by Bellare, Boldyreva,
and Micali [2]. We formalize three security notions in the multi-user setting, M-T1-CCA, M-T2-
CCA, and M-IS-CPA, which corresponds to T1-CCA, T2-CCA, and IS-CPA in the single-user setting,
respectively. Our security notions capture the possibility of an adversary seeing encryptions of related
messages under the same token and different keys when the choice of the relation can be made by
the adversary, while the definition in [4] does not. We also propose the strong existential token
unforgeability in the multi-user setting, M-SETUF. Our proposed security notions are considered to
be stronger than the previous security notions. In fact, it is easy to see that M-T1-CCA, M-T2-CCA,



M-IS-CPA, and M-SETUF imply T1-CCA, T2-CCA, IS-CPA, and SETUF, respectively.

We then show the relationships between the previous and our proposed security notions. We show
that M-T2-CCA does not imply M-T1-CCA and M-IS-CPA implies M-T1-CCA. We also show the
equivalence between T2-CCA and M-T2-CCA, and that between SETUF and M-SETUF. However,
it is not clear whether T1-CCA implies M-T1-CCA or not, and whether IS-CPA implies M-IS-CPA
or not.

We also show that the Galindo—Herranz scheme [4], which was proved to be secure in the single-
user setting, is also secure in the multi-user setting. More precisely, we prove that the Galindo—
Herranz scheme meets M-IS-CPA. Furthermore, combining the previous result by Galindo and Her-
ranz and our results with respect to the relationships between the security notions, we show that
their scheme meets M-T1-CCA, M-T2-CCA, and M-SETUF.

The organization of this paper is as follows. In Section 2, we review the definitions of families of
trap-door functions and the partial one-wayness. We also review the definition of token-controlled
public-key encryption. In Section 3, we propose security notions for token-controlled public-key
encryption in the multi-user setting. In Section 4, we show the relationships between the previous
and our proposed security notions. In Section 5, we show that the scheme proposed by Galindo and
Herranz [4] is secure in the multi-user setting. We conclude in Section 6.

2 Preliminaries

2.1 Families of Trap-Door Functions

In this section, we review the definitions of families of trap-door functions and the f-partial one-
wayness.

Definition 1 (Families of Trap-Door Functions). A family of trap-door functions TF = (K, f) has
a following properties.

o The key generation algorithm K is a polynomial-time algorithm which takes a security parameter
1% and outputs a public key pk and a matching secret key (trap-door) sk.

e The function fox is an injective function from the domain Domy £ (pk) to the range Rngy (pk),
where Dom7 r(pk) and Rngyr(pk) are uniquely determined by pk. We define the inverse function

£ from Rngy £(pk) to Domrz(pk) as follows. For any y € Rnggyx(pk), we define f'(y) ===
if there exists x € Domyx(pk) such that y = fo(x). Otherwise, we define fsil(y) = 1.

e There exists a polynomial-time evaluation algorithm which takes pk, = € Domy £(pk), and out-
puts y = for(z).

o There exists a polynomial-time inversion algorithm which takes sk, y € Rngs (pk), and outputs

z = fi ().

Definition 2 (6-Partial One-Wayness). Let k € N be a security parameter, and 0 < 6 <1 a constant.
Let TF = (K, f) be a family of trap-door functions, and A an adversary. We consider the following
experiment:
Experiment ExpeTI]J_f?X(k)

(pk,sk) « K (1%); & Dom7£(pk); y < fok()

x1 < A(pk,y) where |z1| = [0 - |z]]

if (fok(z1||z2) = y for some z3) return 1

else return 0

({||

Here, 7 denotes concatenation. We define the advantage of the adversary via

0-pow 6-pow
Adv (k) = Pr[Expry 3 (k) = 1]



where the probability is taken over K, x & Domy = (pk), and A. We say that TF is 0-partial one-way
if the function Advgil}oz(k) is negligible for any polynomial-time adversary A.

Note that when 6 = 1 the notion of #-partial one-wayness implies the standard notion of one-
wayness.

2.2 The Definition of Token-Controlled Public-Key Encryption

In this section, we review the definition of token-controlled public-key encryption proposed by Baek,
Safavi-Naini, and Susilo [1].

Definition 3 (Token-Controlled Public-Key Encryption). A token-controlled public-key encryption
scheme TCPKE = (GK, GT,E, D) is as follows.

e The key-generation algorithm GK is a randomized algorithm that takes a security parameter k,
and returns a pair of public and secret keys (pk,sk). The public key pk includes the security
parameter k, descriptions of a token space Ty, a plaintext space Py, and a ciphertext space Cpy,.
Note that the token space is uniquely determined by the security parameter, while the plaintext
and the ciphertext spaces are uniquely determined by the public key.

o The token generation algorithm GT is a randomized algorithm that takes a security parameter
k, and returns a token tk € Ty at random.

e The encryption algorithm E is a randomized algorithm that takes a public key pk, a token tk,
and a message m € Py, and returns a ciphertext ¢ € Cpy,.

o The decryption algorithm D is a deterministic algorithm that takes a secret key sk, a token tk,
and a ciphertext ¢, and returns the corresponding plaintext m € Py or a special symbol L to
indicate that the ciphertext c is invalid.

3 Token-Controlled Public-Key Encryption in the Multi-User Set-
ting

In this section, we propose the security notions for token-controlled public-key encryption in the
multi-user setting.

For comparison, we describe the security notions for token-controlled public-key encryption in
the single-user setting proposed by [1, 4], T1-CCA, T2-CCA, IS-CPA, and SETUF, and that in the
multi-user setting proposed by [4], which we call M-T2-CCA-GH, in Appendix A. We stress that we
formalize the security notions in the multi-user setting by not simply modifying the previous security
notions in [1], such as [4], but employing the idea to formalize the attacks in the multi-user setting
proposed by Bellare, Boldyreva, and Micali [2].

In order to define the security notions for token-controlled public-key encryption in the multi-user
setting, we employ the left or right selector and the left-or-right (LR) encryption oracle in [2].

e The left or right selector is a map LR defined by LR(mg, m1,b) := my for b € {0,1}.

e By using the map LR, the left-or-right (LR) encryption oracle E,;(tk*, LR(:,-,b)) is defined.
For b € {0,1}, the LR encryption oracle, given a query (mg,m1) such that mg,mi € Py,
returns a ciphertext of my under the token tk* and the public key pk.



3.1 Outsider Attacks

First, we consider the security notions against the outside attackers. These security notions capture
the property that, given a ciphertext (and a token), the person who does not have a secret key cannot
get any information about the plaintext underlying the ciphertext.

We can consider two kinds of outside attackers, “type-1” attackers who hold neither a secret-key
nor a token, and “type-2” attackers who does not have a secret-key but has a token. Note that since
there are some restrictions with respect to the oracle queries for the type-1 attackers, while there is
no such a restriction for the type-2 attackers. (See also Section 4.)

We first propose the indistinguishability against type-1 outside chosen ciphertext attacks in the
multi-user setting (M-T1-CCA). The corresponding definition in the single-user setting, T1-CCA, is
available in Appendix A.1.

Definition 4 (M-T1-CCA). Let TCPKE = (GK, GT, E, D) be a token-controlled public-key encryption
scheme. Let b € {0,1} and k € N. Let A = (A1, Aa) be an adversary that runs in two stages. We
consider the following experiment:

Experiment ExpPcaicca? (k)

(pk;, sk;) « GK(1¥) fori=1,...,n
thk* — GT(1%)

d « A%m-ti-cea(pky, ..., pky)

return d

where Omet1-cca = {Epk,; (tk*, LR(+, -, b)), Ep, (tk*,-), Do, (-, -) }i<i<n. That is, fori=1,---,n, the ad-
versary can make access to the left-or-right encryption oracle Epy, (tk*, LR(:, -, b)), the token-embedded
encryption oracle Epy, (tk*,-), and the decryption oracle Dy, (-, ).

We define the advantage via

AdviCpe (k) = |PrExpicpiie’ (k) = 1] — PrExpydegety (k) = 1]|.

We say that a token-controlled public-key encryption scheme TCPKE meets M-T1-CCA ifAdv%létF}kCEfA(k;)
is negligible for any polynomial-time adversary A.

Note that it is easy to see that M-T1-CCA implies T1-CCA (See [1] or Appendix A.1 for T1-
CCA.).

We next propose the indistinguishability against type-2 outside chosen ciphertext attacks in the
multi-user setting (M-T2-CCA). The corresponding definition in the single-user setting, T2-CCA, is
available in Appendix A.2. Note that, in the following definition, the adversary gets not only the
public keys but also the token.

Definition 5 (M-T2-CCA). Let TCPKE = (GK, GT,E, D) be a token-controlled public-key encryption
scheme. Let b € {0,1} and k € N. Let A = (A1, A2) be an adversary that runs in two stages. We
consider the following experiment:

Experiment Exp?&tgkcéfjb(k)

(pks, sk;) «— GK(1%) fori=1,...,n
thk* «— GT(1%)

d «— AOm-t2-cca(tk*, pky, ..., pky)
return d

where Om t2-cca = {Epk, (tK*, LR(-,-,0)), Do, (-,-) }i<i<n. That is, for i = 1,---,n, the adversary
makes access to the left-or-right encryption oracle Epy, (tk*,LR(-,-,b)), and the decryption oracle
Dsk, (-, ). However, the adversary cannot ask the pair (¢;, tk*) to the decryption oracle Dgy, where ¢;
is an output of the left-or-right encryption oracle Eyy, (tk*,LR(-,-,b)), fori=1,---,n.



We define the advantage via
AdvTEEE (k) = |PrExpFcsiEy’ (k) = 1] — PrExpfcsice (k) = 1]|.

We say that a token-controlled public-key encryption scheme TCPKE meets M-T2-CCA ifAdv%létgkcéiA
is negligible for any polynomial-time adversary A.

Note that it is easy to see that M-T2-CCA implies T2-CCA (See [1] or Appendix A.2 for T2-
CCA.).

Remark 1. In [4], Galindo and Herranz proposed a security notion of the indistinguishability against
type-2 outside chosen ciphertext attacks which is different from T2-CCA (in the single-user setting)
by Baek, Safavi-Naini, and Susilo. Their formalization seems to consider the multi-user setting.
We call their formalization M-T2-CCA-GH, which is available in Appendix A.3. Similar to our
formalization, the adversary takes n public keys and token in the M-T2-CCA-GH game.

There are some differences between their formalization and ours. First, in the Galindo—Herranz
formalization, the adversary is allowed to get only one challenge ciphertext, while in our formalization,
the adversary can make polynomial-time queries to the left-or-right encryption oracle adaptively.
Second, in the Galindo-Herranz formalization, the adversary has to choose messages my and m; to
generate a challenge ciphertext from N, Ppr,. Because of this restriction, even if the scheme achieves
M-T2-CCA-GH, it is not clear that the scheme satisfies T2-CCA. It seems to be a little unnatural
since the security in the multi-user setting may not imply that in the single-user setting. Note that if
the message space is common to each public key pk;, then M-T2-CCA-GH implies T2-CCA. In fact,
Galindo and Herranz showed their proposed scheme satisfies M-T2-CCA-GH, and we can see that it
also satisfies M-T2-CCA since the plaintext space of their scheme is common to each public key.

In our formalization, the adversary chooses messages mg and my from Py, if the adversary makes
a query to the left-or-right encryption oracle with the public key pk;. We can easily see that the
scheme which meets M-T2-CCA also meets T2-CCA. We will prove that T2-CCA implies M-T2-CCA
later on.

3.2 Insider Attacks

Next, we consider the security notion against the inside attackers. This security notion captures the
property that, if the token is not revealed, given a ciphertext, not only the person who does not have
a secret key but also the secret-key holder cannot get any information about the plaintext underlying
the ciphertext.

We propose the indistinguishability against inside chosen plaintext attacks in the multi-user
setting (M-IS-CPA). The corresponding definition in the single-user setting, IS-CPA, is available in
Appendix A.4. Note that, in the following definition, the adversary gets the public key and the
corresponding secret key, while the adversary does not get the token.

Definition 6 (M-IS-CPA). Let TCPKE = (GK, GT,E,D) be a token-controlled public-key encryption
scheme. Let b € {0,1} and k € N. Let A be an adversary. We consider the following experiment:

Experiment Exp?&lg',zgaj(k)

(pk;, sk;) «— GK(1¥) fori=1,...,n

th* «— GT(1%)

d «— Aom'is'cpa(pk:l, ooy Pk, k1, .., sky)
return d

where Omiis-cpa = {Epk, (tK*, LR(-,-,0)), Epk, (tk*, )} i<i<n. That is, for i = 1,---,n, the adversary
makes access to the left-or-right encryption oracle Epy, (tk*,LR(-,-,b)), which takes a pair of two

(k)



input oracles restriction

LR encryption, decryption,
M-T1-CCA i ‘ ’ e >
ce {ph:} token-embedded encryption none

cannot ask (¢;, tk*) to Dy,

M-T2-CCA {pki}, th LR encryption, decryption (¢; : challenge ciphertext from LR encryption oracle with pk;)

encryption (can access only

M-T2-CCA-GH | {pk;}, tk* once and mg, my € N7 Ppr,)
decryption

LR encryption,

M-IS-CPA {phi}, {shi} token-embedded encryption none

cannot ask (c;, tk*) to Dy,
(¢; : challenge ciphertext from LR encryption oracle with pk;)

Table 1: The differences of the adversaries in M-T1-CCA, M-T2-CCA, M-T2-CCA-GH, and M-IS-
CPA.

messages (mo, m1) such that mo,my € Pp,, and returns Epy, (tk*, my). The adversary can also make
access to the token-embedded encryption oracle Epy, (tk*,-) fori=1,--- n.
We define the advantage via

AdVEEE (k) = |PrExpyine) (k) = 1] — PrExpyipe) (k) = 1]|.

We say that a token-controlled public-key encryption scheme TCPKE meets M-I5-CPA ifAdV$&i;_éEaA(k)
is negligible for any polynomial-time adversary A.

Note that it is easy to see that M-IS-CPA implies IS-CPA (See [1] or Appendix A.4 for IS-CPA.).
The differences of the adversaries in M-T1-CCA, M-T2-CCA, M-T2-CCA-GH, and M-IS-CPA
are described in Table 1.

3.3 Strong Existential Token Unforgeability

We describe the definition of the strong existential token unforgeability (SETUF) in the single-user
setting by Galindo and Herranz in Appendix A.5. In the experiment of SETUF, the adversary does
not receive any challenge ciphertext. Thus, we do not need to apply the idea by Bellare, Boldyreva,
and Micali in order to define the security notion in the multi-user setting. Therefore, we simply
modify SETUF in the single user setting to that in the multi-user setting as follows.

Definition 7 (M-SETUF). Let TCPKE = (GK,GT,E,D) be a token-controlled public-key encryp-
tion scheme. Let k € N be a security parameter, and A an adversary. We consider the following
experiment:

m-setuf

Experiment ExpTcpKE (k)
(pk;, sk;) «— GK(1¥) fori=1,...,n
(c,pk, th,tk') « ACm-setuf(pky, ..., pky,)
if ((pk & {pkit1<i<n) V (tk € T;;) V (tk’ € Ti,)) then return 0
m <« Dg(tk,c); m' «— Dg(tk/, c)
if (m# L)A(m' # L) A (m # m')) then return 1 else return 0

where Om setut = {Dsk; () hi<i<n. That is, for i = 1,---,n, the adversary makes access to the
decryption oracle D, (-, ).
We define the advantage via

AQVTESKE 4 (k) = PrEXpYESRE A (F) = 1].
We say that a token-controlled public-key encryption scheme TCPKE meets M-SETUF if the function
Adv?&sﬁf(uéA(k) is negligible for any polynomial-time adversary A.

We also note that it is easy to see that M-SETUF implies SETUF (See [4] or Appendix A for
SETUF.).



4 Relationships between Security Notions

In this section, we show the relationships between the previous and our proposed security notions.

41 M-T2-CCA # M-T1-CCA

In [4], Galindo and Herranz proposed the token-controlled public-key encryption scheme (which we
describe in Section 5). Although we have two security notions against the outside attackers in the
single-user setting, T1-CCA and T2-CCA, they only proved that thier scheme satisfies T2-CCA
(See [1] or Appendix A for the definitions of T1-CCA and T2-CCA.).

We can see that M-T2-CCA does not imply M-T1-CCA, and that T2-CCA does not imply T1-
CCA. Consider the token-controlled public-key encryption scheme TCPKE = (GK, GT, E, D) which is
secure in the sense of M-T2-CCA. We modify this scheme by attaching the token to the ciphertext.
That is, we modify the encryption and decryption algorithms as E ; (tk,m) := Ep(tk, m)|[tk, and
D, (tk,ci||c2) := Dg(tk,c1) if tk = cp and D/, (tk,ci||c2) := L if tk # cy. Then, the scheme
(GK, GT,E’,D’) is secure in the sense of M-T2-CCA, since the adversary in the M-T2-CCA game
has the token and the adversary does not gain any information even if the token is attached to
the ciphertext. On the other hand, in the M-T1-CCA game, since the adversary can ask the pair
of the token and the challenge ciphertext to the decryption oracle, the adversary always wins the
M-T1-CCA game.

From a similar argument, we can see that T2-CCA does not imply T1-CCA. Therefore, it is not
clear that the Galindo—Herranz scheme meets T1-CCA. However, since we will prove that IS-CPA
implies T1-CCA in the next section, we can see that the Galindo—Herranz scheme meets T1-CCA.

4.2 M-IS-CPA = M-T1-CCA

We can see that if the scheme is secure in the sense of M-IS-CPA, then the scheme also meets
M-T1-CCA. If there exists an adversary A which attaks the token-controlled public-key encryption
scheme TCPKE in the sense of M-T1-CCA, we can construct the adversary B which attacks TCPKE
in the sense of M-IS-CPA as follows. The algorithm B, given {(pk;, ski)}1<i<n, runs A(pky,---,
pky,). During the execution of A, if A makes queries to the left-or-right oracle or the token-embedded
encryption oracle, B responds to them by using B’s oracles. If A makes queries to the decryption
oracle Dgy,, B responds to them by using the secret key sk; which is the input of B. Finally, B
returns A’s output. It is easy to see that the advantage of B is the same as that of A. Note that, in
the single-user setting, we can prove that IS-CPA implies T1-CCA in a similar way.

4.3 T2-CCA & M-T2-CCA

We can see that M-T2-CCA implies T2-CCA. In the following, we show that T2-CCA implies M-
T2-CCA (See [1] or Appendix A.2 for the definition of T2-CCA).

Theorem 1. If there exists a polynomial-time adversary A attacking the token-controlled public-key
encryptoin scheme TCPKE in the multi-user setting, which makes at most q. queries to each left-or-
right encryption oracle with pk; (1 <i < mn), then we can construct a polynomial-time algorithm B
attacking TCPKE in the single-user setting such that

AdVEI'QéCPCI%E,B(k) >

. Advm—t?—cca k).
. TcPKea (k)
Proof. We construct the adversary B attacking TCPKE in the sense of T2-CCA in the single-user
setting. It is easy to see that B is a polynomial-time algorithm if A is a polynomial-time algorithm.
Note that B can respond to the decryption queries, since B has the secret keys for i € {1,...,n}\{i},
and B can use B’s decryption oracle for i = c.



Algorithm BP:+()(pk)
cE 1 ng)
Set ¢,r such that £ = (¢ — 1)ge +7, 1 <r < ge, and 1 < ¢ < n.
pke — pk
(pk;, sk;) «— GK(1¥) fori e {1,...,n}\{c}
tk* — GT(lk)
Run A and get an output d of A, where if A makes a t-th query (mg,m1) to the left-or-right
encryption oracle with pk; (1 <i<mn, 1<t <gq.), B respond it by C as follows:
if (i < c¢) then C « Epy, (tk*, mo)
if (i > ¢) then C' « Epy, (tk*,m1)
if (i=c¢)
if (t <r) then C « Epy, (tk*, mo)
if (t > r) then C « E,p, (tk*,m1)
if (t =r) then B makes a query (mg, m1)
to B’s encryption oracle and sets
C — Epi(thk*,mp).

return d
For 1 <i < ng, — 1, we have
Pr{ExpYei (k) = 110 = i] = PrlExpisi (k) = 116 = i + 1.
Furthermore, we can see that
t2-cca-0 _ _ _ m-t2-cca-0 _
Pr[Exprcpke s(k) = 1€ = nge] = Pr[ExpTcpge 5 (k) = 1]

and
Pr(ExpYchie p(k) = 1|¢ = 1] = Pr[ExpYcace’s (k) = 1].

Therefore, we have

1 &
AdviZste p(k) = o ’Z (Pr[ExpYcike 5(k) = 1|0 = i] — Pr[ExpYchie (k) = 1]¢ = 1])
e
1
= a IPr[Exp¥csie p(k) = 1|0 = nge] — PrExpiceRe p(k) = 1]¢ = 1]|
e
1
_ -Ade_tQ_Cca k )
nge TCPKE,A( )

O

Remark 2. We have proved that T2-CCA in the single-user setting is equivalent to that in the
multi-user setting, by using a simple hybrid argument.

We note that it is not clear that T1-CCA and IS-CPA in the single-user setting are equivalent to
those in the multi-user setting, respectively. Assume that A is an algorithm attacking the scheme in
the sense of M-T1-CCA. A takes n public keys as input. If we construct an algorithm B attacking
the same scheme in the sense of T1-CCA by using A, we have to simulate the token-embedded oracles
for all public keys for A, while B has only one token-embedded oracle for one public key and B does
not have the token. Thus, it seems to be hard to simulate such oracles and to prove that T1-CCA
implies M-T1-CCA in a similar way as in the case of T2-CCA and M-T2-CCA. We can say a similar
thing on the case of IS-CPA and M-IS-CPA.



4.4 SETUF < M-SETUF

It is easy to see that M-SETUF implies SETUF (See [4] or Appendix A.5 for the definition of
SETUF.). Furthermore, we can easily see that if the scheme meets SETUF the scheme also meets
M-SETUEF. More precisely, if there exists an algorithm A which breaks SETUF with the advantage
€, then there also exists an algorithm B which breaks M-SETUF with the advantage at least €/n.

5 The Galindo—Herranz Scheme and its Security in the Multi-User
Setting

In this section, we review the token-controlled public-key encryption scheme proposed by Galindo
and Herranz [4] and prove its security in the multi-user setting.

5.1 The Galindo—Herranz Scheme

In [4], Galindo and Herranz proposed a very simple and efficient generic construction of token-
controlled public-key encryption schemes from any trap-door partial one-way function. Their con-
struction is based on the Fujisaki-Okamoto conversion [3].

Definition 8. The Galindo—Herranz token-controlled public-key encryption scheme TCPKE = (GK, GT, E,D)
with a family of trap-door functions TF = (K, f) is as follows. The key-generation algorithm GK
takes a security parameter kg, k1,t,n, runs the key generation algorithm K(lko, 1k1) of TF, and gets
a pair of public and secret keys (pk,sk), where Domzx(pk) = {0,1}*0+*1 and Rng, -(pk) = {0, 1}*
for some k > ko + k1. Let T, = {0,1}" be a token space, Py, = {0,1}" a plaintext space, and
Cor = {0,1}% x {0,1}" a ciphertext space. Then, it outputs a public key pk = (pk, T, Ppk, Cpk.)
and a secret key sk = sk. The token-generation algorithm GT takes a security parameter ko, ki,t,n

and outputs tk b T;. The encryption and decryption algorithms are as follows. Note that G :
{0,1}*0 x {0,1}* — {0,1}" and H : {0,1}%0 x {0,1}" — {0,1}*1 are hash functions.

Algorithm E,i(tk,m) | Algorithm Dg(tk, (c1,¢2))

e & {0, 1}ko if (f.'(c1) = L) then return |

C1 prk(x,H(:C,m)) (x,y) — sil(cl)

ey — Gz, tk) ®m m «— c ® G(x,tk)

return (cp,c2) if (¢1 = fok(@, H(x,m))) then return m else return L

Galindo and Herranz proved that the above scheme is secure in the sense of M-T2-CCA-GH, IS-
CPA, and SETUF in the random oracle model if the family of trap-door functions 7 F is ko/(ko+k1)-
partial one-way. Since the plaintext space is common to each public key in this scheme, this scheme
also meets T2-CCA (See Remark 1.) and T1-CCA under the same assumption, since we have shown
(M-)IS-CPA implies (M-)T1-CCA.

5.2 Security in the Multi-User Setting

We have shown in Section 4.3 that T2-CCA implies M-T2-CCA, and also shown in Section 4.4 that
SETUF implies M-SETUF. Therefore, the Galindo-Herranz scheme is secure in the sense of M-T2-
CCA and M-SETUF in the random oracle model under the assumption that 7 F is ko /(ko+k1)-partial
one-way.

We now show that the Galindo—Herranz scheme is secure in the sense of M-IS-CPA.

Theorem 2. For any polynomial-time adversary A, making at most q, queries to G and qie queries
to the token-embedded encryption oracle,

Nge (QQ + Qte)

AdvisR (k) < "

10



Proof. Let A be an adversary. Consider the challenge ciphertexts (égl’j ),égl’j )), el (égqe’j ),égqe’j ))

which the adversary gets from the left-or-right encryption oracle with the public key pk;. Let tk*
be a token which is selected at the beginning of the M-IS-CPA game. The challenge ciphertext
(égw ), ég’] )) is computed as

&) = fo (@09, H(@09), m{))

égz,]) — G(.%(i’j),tk*) @ ml(jl,])

where #(9) & {0, 1}ko, (m((f’j ),m(li’j )) is an i-th query of the adversary A to the left-or-right encryp-
tion oracle with the public key pk;, and b is a bit which the adversary A tries to guess.
We denote by AskG(; ;) the event that the adversary A makes a query (9) tk*) to G, and let
AskG = V1§z‘§qe,1§j§n ASkG(iJ).
Since G is a random oracle, the value b is independent of A’s view if the event AskG does not
occur. Thus, Pr[Exp?&f,’&E?f(k) = 1|-AskG] = Pr[EXp?&IE,EE?X(k:) = 1|-AskG]. We have
AdVTCEE 4 (k) = | Pr[-AskG] - (PrExpYcpcty (k) = 1|-AskG] — PrExpicpiey (k) = 1]-AskG])
+ Pr[AskG] - (Pr[ExpTcpge s (k) = 1/AskG] — PrlExpTcpcey (k) = 1|AskG])|
< Pr[AskG] - [Pr[Expycpghy (k) = 1|AskG] — Pr[Expycpgky (k) = 1|AskG]|
< Pr[AskG].

Finally, we estimate Pr[AskG; jj]. The adversary A has two ways of evaluating G at (209 th*),
e by directly making a query (27, tk*) to G, or,

e by making a query m to the token-embedded encryption oracle. If the answer is (¢1,c2), and
the random value used to compute (c1,c2) is 29 A can recover the random value (7 by
using the secret key sk. Then the adversary gets the value G(&(W7) tk*) = co @ H(2(9) m)
without making a query (27, tk*) to G directly.

Thus, we have Pr[AskG; ;] < (gg + gze)/2" for each 1 < i < g, and 1 < j < n. Therefore,

de N

m-is-cpa nqe(q + Qte)
AdvICEE® (k) < Pr[AskG] <> ) " Pr[AskG; ;)] < —=—
i=1 j=1

O]

From Theorems 1 and 2, the Galindo—Herranz scheme meets M-T1-CCA. Therefore, the Galindo—
Herranz scheme meets our proposed four security notions in the multi-user setting.

6 Concluding Remarks

In this paper, we have formalized the security notions for token-controlled public-key encryption
in the multi-user setting, by not simply modifying the previous security notions in [1] and [4], but
employing the idea to formalize the attacks in the multi-user setting proposed by Bellare, Boldyreva,
and Micali [2]. We have formalized three security notions in the multi-user setting, M-T1-CCA,
M-T2-CCA, and M-IS-CPA, which corresponds to T1-CCA, T2-CCA, and IS-CPA in the single-user
setting, respectively. Our security notions capture the possibility of an adversary seeing encryptions
of related messages under the same token and different keys when the choice of the relation can be
made by the adversary. We have also proposed the strong existential token unforgeability in the
multi-user setting, M-SETUF.

We have shown the relationships between the previous and our proposed security notions. We
have shown that M-T2-CCA does not imply M-T1-CCA and M-IS-CPA implies M-T1-CCA. We

11



have also shown the equivalence between T2-CCA and M-T2-CCA, and that between SETUF and
M-SETUF. However, it is not clear whether T1-CCA implies M-T1-CCA or not, and whether IS-CPA
implies M-IS-CPA or not.

We have also shown that the Galindo—Herranz scheme is secure in the multi-user setting, that is,
the Galindo—Herranz scheme meets M-T1-CCA, M-T2-CCA, M-IS-CPA, and M-SETUF.

It might be interesting to consider whether T1-CCA implies M-T1-CCA or not, and whether
IS-CPA implies M-IS-CPA or not.
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A The Previously Proposed Security Notions of Token-Controlled
Public-Key Encryption

In this section, we review the security notions, T1-CCA, T2-CCA, IS-CPA, and SETUF, of token-
controlled public-key encryption in the single-user setting proposed in [1] and [4]. We also review the
the security notion M-T2-CCA-GH proposed in [4]. This seems to be considered as the multi-user
version of T2-CCA.

A.1 Ti1-CCA

First, we consider the security notions against the outside attackers. These security notions capture
the property that, given a ciphertext (and a token), the person who does not have a secret key cannot
get any information about the plaintext underlying the ciphertext.

We can consider two kinds of outside attackers, “type-1” attackers who hold neither a secret-key
nor a token, and “type-2” attackers who does not have a secret-key but has a token. Note that since
there are some restrictions with respect to the oracle queries for the type-1 attackers, while there is
no such a restriction for the type-2 attackers.

We review a security notion against the type-1 outside attackers in [1], which we call the indis-
tinguishability against typel outside chosen-ciphertext attacks (T1-CCA).
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Definition 9 (T1-CCA). Let TCPKE = (GK,GT,E,D) be a token-controlled public-key encryption
scheme. Let b € {0,1} and k € N. Let A = (A1, A2) be an adversary that runs in two stages.
Note that si is the state information. It contains pk, mg,m1, and so on. We consider the following
experiment:

Experiment Expilsi? (k)

(pk, sk) «— GK(1%); tk* « GT(1%)

(mg, mq,si) «— A?ﬂ‘cca (pk)

C <— Epk(tk*, mb)

d «— Ag)tl—cca(C,Si)

return d
where mg,m1 € Py, and Ogr-cca = {Epi(tk*,-), Dsr(-,-)}. That is, the adversary can make access
to the token-embedded encryption oracle E,i(tk*,-). The adversary can also make access to the
decryption oracle Dg(-,-), which takes a token tk and a ciphertext ¢, and returns the corresponding
plaintext m or L.

We define the advantage via

AdvicERe a(k) = |PrExpTcRE (k) = 1] — PrExprcike (k) = 1]|.

We say that a token-controlled public-key encryption scheme TCPKE meets T1-CCA ifAdv¥6%§E7A(k)
is negligible for any polynomial-time adversary A.

A.2 T2-CCA

Next, we review a security notion against the type-2 outside attackers in [1], which we call the
indistinguishability against type2 outside chosen-ciphertext attacks (T2-CCA). Note that, in the
following definition, the adversary gets not only the public key but also the token.

Definition 10 (T2-CCA). Let TCPKE = (GK, GT,E,D) be a token-controlled public-key encryption
scheme. Let b € {0,1} and k € N. Let A = (A1, Aa) be an adversary that runs in two stages. We
consider the following experiment:

Experiment ExptTQéT)Cﬁ'Eli 4(k)
(pk, sk) « GK(1%); tk* « GT(1%)
(mo,my,si) « A7'2C (pk, tk*)
¢ — Epp(tk*,my)
d — AFPec (¢ si)
return d

where mo, m1 € Ppi, and Ora-cca = {Dsk(+,-)}. That is, the adversary can make access to the decryp-
tion oracle Dg(+,-). However, the adversary cannot ask the pair (tk*,c) to the decryption oracle.
We define the advantage via

AdvieERe A (k) = |PrExpTRE (k) = 1] — PrExprcike (k) = 1]|.

We say that a token-controlled public-key encryption scheme TCPKE meets T2-CCA ifAdv%gé?;ﬁ%EyA(k)
is megligible for any polynomial-time adversary A.

A.3 M-T2-CCA-GH

In [4], Galindo and Herranz proposed a security notion of the indistinguishability against type-
2 outside chosen ciphertext attacks which is different from T2-CCA (in the single-user setting) by
Baek, Safavi-Naini, and Susilo. Their formalization, which we call M-T2-CCA-GH, seems to consider
a multi-user setting. We review the the security notion M-T2-CCA-GH proposed in [4].
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Definition 11 (M-T2-CCA-GH). Let TCPKE = (GK, GT,E, D) be a token-controlled public-key en-
cryption scheme. Let b € {0,1} and k € N. Let A = (A1, As) be an adversary that runs in two
stages. We consider the following experiment:

Experiment Exp?&tg;féafh'b(k)

(pks, sk;) «— GK(1%) fori=1,...,n
th* «— GT(1%)
(@)
(mo,ma,si) — A "FCE (e 1k¥)
¢; — Epp(tk*,my) fori=1,...,n
@
d— A, m_t2'cca'gh(cl, ey Cn,ySi)

return d

where mo, m1 € (Vy<;<p, Ppki @nd Omet2-cca-gh = {Dsk; (- -) }i<i<n. That is, the adversary can make
access to the decryption oracle Dsk, (+,-) fori =1,...,n. However, for i = 1,...,n, the adversary
cannot ask the pair (c;,tk*) to the decryption oracle Dg,.

We define the advantage via

-t2-cca-gh -t2-cca-gh- -t2-cca-gh-
AdVIEE E (k) = |Pr{Expimce ™ (k) = 1] — Pr[Expycae e (k) = 1]|.

We say that a token-controlled public-key encryption scheme TCPKE meets M-T2-CCA-GH if the

function Adv?&tgl'(céa;lgh(k) is megligible for any polynomial-time adversary A.

A.4 IS-CPA

Next, we consider the security notion against the inside attackers. This security notion captures the
property that, if the token is not revealed, given a ciphertext, not only the person who does not have
a secret key but also the secret-key holder cannot get any information about the plaintext underlying
the ciphertext.

We review a security notion against the inside attackers in [1], which we call the indistinguisha-
bility against inside chosen-plaintext attacks (IS-CPA). Note that, in the following definition, the
adversary gets the public key and the corresponding secret key, while the adversary does not get the
token.

Definition 12 (IS-CPA). Let TCPKE = (GK, GT,E,D) be a token-controlled public-key encryption
scheme. Let b € {0,1} and k € N. Let A = (A1, As) be an adversary that runs in two stages. We
consider the following experiment:

is-cpa-b

Experiment Exprcpye 4 (k)
(pk, sk) «— GK(1%); tk* « GT(1%)
(mo, my,si) — A TP*(pk, sk)
¢ — Epp(tk*,my)
1 A

return d

where mg, m1 € Py and Ois.cpa = {Epr(tk*,-)}. That is, the adversary can make access to the token-
embedded encryption oracle Ep(tk*,-), which takes a plaintext m € Py, and returns a ciphertext ¢ of
m under the public-key pk and the token tk* (i.e. ¢ = Ep,(tk*,m)).

We define the advantage via

AdVE e 4 () = [PrBxpEEE (k) = 1) - Pr{ExpS it 4(k) = 1]|

We say that a token-controlled public-key encryption scheme TCPKE meets IS-CPA z'fAdviTS'CCPp;E 4(k)
is negligible for any polynomial-time adversary A.

14



A.5 SETUF

In [4], Galindo and Herranz proposed a new security notion for token-controlled public-key encryption,
called the strong existential token unforgeability. This security notion captures the property that
anyone cannot produce one ciphertext ¢ and two tokens tko,tk; such that two pairs, (c,tky) and
(c,tky), are valid, and the two corresponding plaintexts are different. Galindo and Herranz also
showed that the scheme proposed in [1] does not satisfy this security notion.

We review the strong existential token unforgeability (SETUF) in [4].

Definition 13 (SETUF). Let TCPKE = (GK,GT,E,D) be a token-controlled public-key encryption
scheme. Let k € N be a security parameter, and A an adversary. We consider the following experi-

ment:
Experiment Expﬁ%%fKE’ 4(k)

(pk, sk) «— GT(1%)
(c, tk, tk,) — Aosetuf(pk;)
if ((tk € Tp) V (tk' € Ti)) then return 0
m «— Dg(tk,c); m’ — Dgi(tk', c)
i (m £ 1) A (m' # 1) A (m # )
then return 1 else return 0
where Ogetut = {Dsk(+,+)}. That is, the adversary can make access to the decryption oracle Dg(-,-).
We define the advantage via

Advitike (k) = Pr{Exp¥like 4(k) = 1]

We say that a token-controlled public-key encryption scheme TCPKE meets SETUF z'fAdvsTeé%fKEA(k:)
is negligible for any polynomial-time adversary A.
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