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Abstract

Steganography is the science of sending messages hidden in harmless communications over
a public channel so that an adversary eavesdropping on the channel cannot even detect the
presence of the hidden messages. Several models for steganography have been introduced.
Some are private-key settings, and the others are public-key settings. In this paper, we propose
a model of public-key steganography with authentication. We formalize its security condition.
We also construct a concrete scheme of public-key steganography with authentication via a
public-key encryption scheme and a digital signature scheme.

Keywords: public-key encryption, digital signature, steganography.

1 Introduction

Background. Steganography is the science of hiding information by embedding messages within
other ones which are seemingly harmless. As the goal of steganography is to hide the presence of
a message, it can be seen as the complement of cryptography, whose goal is to hide the content of
a message.

We consider two parties linked by a public communication channel which is under watch by
an adversary. The sender sends a message which is seemingly harmless because their conversation
is watched at any time. A genuine communication message is called covertext. However, if he
wants to send a message which he does not want to be known to an adversary, he may embed it as
hidden information in another message, which is also seemingly harmless. Such a message is called
stegotext. The adversary, who knows the distribution of the covertext, tries to detect whether a
given message is covertext or stegotext.

Related Work. Various protocols have been proposed for steganography, which are surveyed
by Anderson and Petitcolas [1]. Formal models for steganography were recently introduced.Foe
example, there are several information-theoretic formalizations [4, 13, 9] and one complexity-
theoretic model [7]. However, these models have addressed private-key steganography. In other
words, only the parties who share a secret or a private-key in advance can use these protocols.
In contrast, public-key steganography allows parties to communicate steganographically with no
prior exchange of secrets.

Public-key steganography was formalized by von Ahn and Hopper [11]. They defined the se-
curity notion for public-key steganography, which was the analogue of the security against the
chosen-plaintext attack of public-key cryptosystem. They constructed the stegosystem which sat-
isfied this notion. This stegosystem consists of two conversion methods, which are a public-key



cryptosystem and a procedure Basic_Encode. In order to construct the secure stegosystem, they
defined a security notion for public-key cryptosystem, which was the indistinguishability from ran-
dom bits under the chosen-plaintext attack. They proposed some public-key encryption schemes
satisfying this notion. They also formalized the notion of the steganographic key exchange, and
constructed the secure steganographic key exchange protocol under the Decisional Diffie-Hellman
assumption.

Backes and Cachin [3] defined a new security notion for public-key steganography which was
stronger than that of von Ahn and Hopper [11]. A stegosystem which satisfies this notion is called
steganographically secure against the adaptive chosen-covertext attack (SS-CCA). Analogously to
the standard cryptographic notion of the chosen-ciphertext attack, this seems to be the most
general type of possible attacks on a stegosystem. They also defined another security notion of
the security. It is the steganographic security against the replayable adaptive chosen-covertext
attack (SS-RCCA), which is relaxed notion of SS-CCA. They showed that an SS-RCCA stegosystem
could be constructed from any RCCA-secure public-key cryptosystem [5] whose ciphertexts were
pseudorandom. Hopper [6] constructed an SS-CCA stegosystem, which relied on the existence of
public-key encryption schemes which satisfied the indistinguishability from random bits under the
chosen-ciphertext attack (IND$-CCA [6]). They showed the existence of such an encryption scheme
under the Decisional Diffie-Hellman assumption.

Contribution. In previous setting, the goal of adversary is detection. Indeed, their schemes
are secure against the detecting attacks. Now, we consider the impersonation. In some previous
schemes, the steganographic-encoding algorithm is so public that an eavesdropper Eve may pretend
to be the sender. In particular, Eve may make stegotexts as which the receiver will accept from the
valid sender. Our idea, to prevent such an attack, is that the steganographic-encoding algorithm
runs with sender’s secret information so that anyone except the valid sender cannot make stegotexts
as which will be accepted from the valid sender. Namely, we consider the authenticity of stegotexts.

In this paper, we propose public-key steganography with authentication by employing the
idea of von Ahn and Hopper [11] for constructing the public-key steganography. We define the
security of public-key steganography with authentication, the steganographic security and the
unforgeability.

We also construct a concrete scheme of public-key steganography with authentication by modi-
fying a public-key steganography scheme proposed by Hopper [6]. We construct it via a public-key
encryption scheme and a digital signature scheme. We show that our proposed scheme of public-key
steganography with authentication is steganographically secure and unforgeable if the underlying
public-key encryption scheme satisfies the indistinguishability from random bits under the chosen-
ciphertext attack (IND$-CCA) and the underlying digital signature scheme satisfies the existential
unforgeability from the chosen-message attack (EUF-CMA).

Organization. We give preliminaries in section 2. We propose definitions and the security
properties for public-key steganography with authentication in section 3. We construct a concrete
scheme of public-key steganography with authentication and give security proofs in section 4. We
give the conclusion in section 5.

2 Preliminaries

We say that a function p : N — [0, 1] is negligible in n if for every ¢ > 0, there exists ng such that
n(n) < L for all n > ng.

We denote the uniform distribution on & bit strings by Uy. Let D be a probability distribution.
We denote x «+— D as the action of drawing a sample = according to D. We denote the minimum

entropy of a probability distribution D with finite set X by Hoo (D) = mingex {log2 @}.



Let D be a probability distribution on the finite set X. We say that a function f : X — {0, 1}
is e-biased on D if | Pr[f(z) = Olz — D] — 3| < e. We also say that f is perfectly unbiased on D if
Pr[f(z) = 0]z — D] = 1.

Let X and Y be finite sets and F' a family of functions f : X — Y. We say that a family F
is strongly universal [12] if for all distinct 1, x2 € X and all y;, y2 € Y which are not necessarily

distinct, the number of functions f € F such that f(x1) = y; and f(x2) =y is exactly ‘YL“Q

2.1 Public-Key Encryption
First, we define a public-key encryption scheme.

Definition 1 (public-key encryption). A public-key encryption scheme PE is a tuple of four
algorithms denoted by (Enc_CGen, Enc_KGen, Enc, Dec).

e Enc_CGen: The common parameter generation algorithm Enc_CGen is a probabilistic al-
gorithm.  On input o security parameter k, Enc_CGen returns a sequence of common
parameters Cpene containing the security parameter k and other system-wide parameters
such as the description of computational groups and hash functions. We write this as
CPenc < Enc_CGen(1F).

e Enc_KGen: The key generation algorithm Enc_KGen is a probabilistic algorithm. On input
a common parameter cpenc, Enc_KGen returns a pair of (pk,sk). pk and sk are public and
secret keys, respectively. We write this as (pk, sk) < Enc_KGen(cpenc)-

e Enc: The encryption algorithm Enc is a probabilistic algorithm. On input a common param-
eter Cpenc, a public key pk, and a message m, Enc returns a ciphertext c. We write this as
¢ — Enc(cpenc, pk,m).

e Dec: The decryption algorithm Dec is a deterministic algorithm. On input a common param-
eter CPenc, a secret key sk, and a ciphertext c, Dec returns either a message m or a symbol
L which indicates that the ciphertext c is invalid. We write this as m/L < Dec(cpenc, Sk, c).

We denote Mpg as the message space of PE. We require that for all ¢pey,. which can be output
by Enc_CGen(1%), for all (pk, sk) which can be output by Enc_KGen(cpenc), for all m € Mpg, and
for all ¢ which can be output by Enc(cpenc, pk, m), we have that Dec(cpene, Sk, c) = m.

Second, we review the notion of public-key encryption proposed by Hopper [6]. It is
the indistinguishability from random bits under the chosen-ciphertext attack. Let PE =
(Enc_CGen, Enc_KGen, Enc, Dec) be a public-key encryption scheme and k a security parameter.
Let £ be the function which implies the length of the ciphertext. We define a distinguishing game
under the chosen-ciphertext attack against PE by an adversary Ay and a challenger. We consider
the experiments Expnga for i € {0,1} as follows:

Expeca(1h)
1. cpenc «— Enc_CGen(1%) and (pk, sk) « Enc_KGen(cpenc)-
2. Ay is given cpepe and pk.

3. Ay can make access to the decoding oracle DECy;,. Ay queries the ciphertext ¢ to
DEC,, and receives either the corresponding plaintext m or a symbol 1.

4. A, produces a message m™* and passes it to the challenger. The challenger passes
57 to Ag.

5. Ag continues to query the decoding oracle DEC,, with the restriction that A; may
not query s;.

6. Ay outputs a bit ~.



7. Return ~.
We define s} for i € {0,1} as follows:
e so: The challenger computes sg «— Enc(cpenc, pk, m).
e s1: The challenger samples s1 «— Uj.
We define A;’s advantage against PE by
AdVIS (k) = | Pr{Bxploa 4, (1%) = 1] — PrExplea, (1) = 1]
We denote the set of A; who make gp decoding queries in running time ¢ by A4(¢, ¢p).

Definition 2 (IND$-CCA). We say that PE is indistinguishable from random bits under the
chosen-ciphertext attack (IND$-CCA) if for every probabilistic polynomial adversary Aq € Aq(t, qp),
Adv'gogl%;ca(k) is negligible in k.

2.2 Digital Signature

First, we define a digital signature scheme.

Definition 3 (digital signature). A digital signature scheme DS is a tuple of four algorithms
denoted by (Sig_CGen, Sig_KGen, Sig, Ver).

e Sig_CGen: The common parameter generation algorithm Sig_CGen is a probabilistic algorithm.
On input a security parameter k, Sig_CGen returns a sequence of common parameters cpsig
containing the security parameter k and other system-wide parameters such as the description
of computational groups and hash functions. We write this as cpsig < Sig_CGen(1%).

e Sig KGen: The key generation algorithm Sig_KGen is a probabilistic algorithm. On input a
common parameter cpgiq, Sig-KGen returns a pair of (pk, sk). pk and sk are public and secret
keys, respectively. We write this as (pk, sk) «— Sig_KGen(cpsig).

e Sig: The signing algorithm Sig is a probabilistic algorithm. On input a common parameter
CPsig, a secret key sk, and a message m, Sig returns a signature o for m. We write this as
o «— Sig(cpsig, sk, m).

e Ver: The verification algorithm Ver is a deterministic algorithm. On input a common pa-
rameter cpsig, a pubic key pk, a message m, and a candidate signature o for m, Ver re-
turns 1 if o is the wvalid signature for m. Otherwise, Ver returns 0. We write this as
0/1 < Ver(cpsig, pk,m, o).

We denote Mps as the message space of DS. We require that for all ¢ps;y which can be output
by Sig_-CGen(1%), for all (pk, sk) which can be output by Sig_KGen(cpsig), for all m € Mps, and
for all o which can be output by Sig(cpsig, Ska, m), we have that Ver(cpsig, pka, m,o) = 1.

We next define the security of digital signature. Let DS = (Sig-CGen, Sig_KGen, Sig, Ver) be
a digital signature scheme and k a security parameter. Let A; be an adversary who forges a
signature. We consider the experiments Expcpa as follows:

Expca(17)
1. cpsig < Sig_-CGen(1¥), (pk, sk) «— Sig_KGen(cpsig)-
2. Ay is given cpyig and pk.

3. Ay queries messages to the signing oracle SIGgy, and receives the corresponding
signatures, adaptively.



4. In the end, Af outputs (m*,o*). Let d « Ver(cpsig, pka,m*,0%). If d =1 and Ay
has not queried m*, then return 1. Otherwise, return 0.

We define A;’s advantage against DS by
Ad"%l;,_ﬁ;na(k) = Pr[ExpCMA,Af(lk) =1].
We denote the set of Ay who make gg signing queries in running time ¢ by A¢(t, gs).

Definition 4 (EUF-CMA). We say that DS is existentially unforgeable under the chosen-
message attack (EUF-CMA) if for any probabilistic polynomial adversary Ay € Ag(t,qs),
Adv%‘;j;"a(k) is negligible in k.

2.3 Pseudorandom Generators

We define a pseudorandom generator. Let G : {0,1}* — {0,1}**%) be a function which is com-
putable in polynomial time and k < (k). We define a distinguishing game by an adversary A,
and a challenger. We consider the experiments Expprg(1¥) for i € {0,1} as follows:

Expprg(1¥)
1. The challenger passes z; to Ap,.

2. A, outputs a bit 7.
3. Return ~.

We define r; for ¢ € {0, 1} as follows:
e zy: The challenger chooses x < U, and computes zg = G(z).
e 21: The challenger chooses z1 < Uj,).
We define A4,,’s advantage against G by
Advg®, (k) = |PrExppre,c,a,, (1) = 1] - PrExpprc.g,a,, (1) = 1]|.
We denote the set of Ay, in running time ¢ by A, (t).

Definition 5 (pseudorandom generator). We say that G is a pseudorandom generator if for
any probabilistic polynomial adversary Ay, € Apr(t), AdvargAW(k‘) 1s negligible in k.

2.4 Channels

Intuitively, the communication between the parties follows the distribution relied on the previous
communications. In order to define this notion, we follow previous works [7, 8, 11, 3, 6] on
steganography.

We model the communication between two parties by a channel. Let D be a finite set of
documents, we define that D* = D x D x ---. We define a channel C = {Cy|h € D*}, which
is a family of probability distributions on a set of documents D, indexed by sequences h € D*.
We call the index h the history. For an integer £, we define the distribution Cf; = Ch X Cn|dy) X

Cinlldrljaz) X =+ X Cipljayl]...||dp—y)> Where dy = Ch,d2 — Cipjiar)s - - - s d¢ < Cnylan]l..|1dy—y)- A history
h = (di||dz]| .. .|de) is called legal with respect to C if for all 4, Pr[d; < Cq,||...||ai_1)|d1 < Cu,da
Cays- -y dim1 — C(d1||d2||-~||di72)] > 0 where v is an empty string.

In this setting, we allow all parties to access to the channel oracle for any h about C. In other
words, we allow the adversary to learn the covertext distribution on all communications by an
oracle. The adversary queries the history h to the channel oracle, and receives the document d



where d « Cj. If the query h is not legal, then the channel oracle returns 1. While attacking, the
adversary can access to the channel oracle at any time.

We require the following property with respect to the channel proposed by Hopper [6]: the
channel has the sampleability with efficiency. In particular, there is an efficiently computable
algorithm channel such that the output distribution of channel(h,r) where r « Uj and C;, are
computationally indistinguishable.

For a function f: D — {0, 1}, we define the following property: if | Pr[f(z) =0 | r « U,z —
channel(h,r)] — %\ < ¢ for any legal h, we say that f is e-biased with respect to channel.

3 Steganography with Authentication

In this section, we propose the definition and the security properties for public-key steganography
with authentication.

Formalization. We first define the scheme of public-key steganography with authentication.

Definition 6  (public-key steganography with authentication). A  scheme
of public-key steganography with authentication ASS is a tuple of five algorithms
(Stg_CGen, Stg_KGen 4, Stg_KGen g, Stg_Enc, Stg_Dec) as follows:

e Stg CGen: The common parameter generation algorithm Stg_CGen is a probabilistic algo-
rithm. On input a security parameter 1k, Stg_CGen returns a sequence of common param-
eters cp containing the security parameter k and other system-wide parameters such as the
description of computational groups and hash functions. We write this as cp «— Stg_CGen(1%).

o Stg KGen,: The key generation algorithm for the sender Stg_-KGen 4 is a probabilistic algo-
rithm. On input a common parameter sequence cp, Stg_KGen 4 returns a pair of (pka, ska).
pka and sky are sender’s public and secret keys, respectively. We write this as (pka, ska) <
Stg_KGen 4(cp).

o Stg KGeng: The key generation algorithm for the receiver Stg_KGeng is a probabilistic
algorithm.  On input a common parameter sequence cp, Stg_KGeng returns a pair of
(pkp, skp). pkp and skp are receiver’s public and secret keys, respectively. We write this as
(pkp, skp) «— Stg_KGeng(cp).

e Stg_Enc: The steganographic encoding algorithm Stg_Enc is a probabilistic algorithm. Stg_Enc
takes a common parameter cp, sender’s secret key sk, receiver’s public key pkp, a message
m, and a history h as inputs. Stg_Enc has access to a channel oracle for some channel C,

which can sample from Cy, for any h. Stg_Enc returns a sequence of documents (s1,s2,...,S;)
from the support of C%L. We write this as (s1,82,...,5) < Stg_-Enc(ep, ska,pkp,m,h). We
call (s1,82,...,51) a stegotext, and often simply write s.

e Stg_Dec: Stg_Dec is a steganographic decoding algorithm. On input a common parameter
cp, receiver’s secret key skp, sender’s public key pka, a stegotext s = (s1,82,...,5), and
a history h, Stg_Dec returns either a message m or a symbol L which indicates that the
stegotext is invalid. We write this as m/ L «— Stg_Dec(cp, skp,pka, s, h).

We denote M _4ss as the message space of ASS, and H as the set of legal histories with respect
to C. We require that for all ¢p which can be output by Stg_CGen(1%), for all (pka,ska) which
can be output by Stg_KGen 4(cp), for all (pkp, skp) which can be output by Stg_KGeng(cp), for all
(m,h) € Myss x H, and for all stegotext s which can be output by Stg_Enc(cp, ska, pkp, m,h),
there is a negligible function v(k) such that Pr[m « Stg_Dec(cp, skp,pka,s,h)] > 1 —v(k).



Steganographic Security. We define the security property of public-key steganography
with authentication. First, we define the steganographic security, which is the prop-
erty that any adversary eavesdropping the channel between the sender and the receiver
cannot detect whether the target text conceals a hiddentext or not. Let ASS =
(Stg_CGen, Stg_KGen 4, Stg_KGen g, Stg_Enc, Stg_Dec) be a scheme of public-key steganography with
authentication and k a security parameter, and C a channel. Let £* be the function which implies
the length of the stegotext. We define a distinguishing game under the chosen message-and-
history attack against ASS by an adversary W, and a challenger. We consider the experiments
Expomvsna for i € {0,1} as follows:

Expcmsaa (17)
1. cp « Stg.CGen(1%), (pka,sks) <+ StgKGeny(cp), and (pkp,skp) <«
Stg_KGeng(cp).
2. Wy is given cp, pka, and pkp.

3. Wy can make access to the steganographic-encoding oracle STG_ENCg, prp- Wa
queries a message-history pair (m,h) to STG_ENCg,, pky, and receives the corre-
sponding stegotext s. Wy can also make access to the steganographic-decoding or-
acle STGDECy, pk,- Wa queries a stegotext-history pair (s, h) to STGDECsk, pk
and receives either the corresponding message m or a symbol 1.

4. Wy produces a message m* and a history h* and passes it to the challenger. The
challenger passes s; to Wjy.

5. Wy continues to query the encoding oracle STG_ENCy,, pk,; and the decoding oracle
STGDEC pk, With the restriction that Wy may not query s; to STGDECg pk , -

6. Wy outputs a bit ~.
7. Return +.

We define s; for i € {0,1} as follows:
e so: The challenger computes sg < Stg_Enc(cp, ska, pkp, m*, h*).
e s51: The challenger samples s; «— Cf;i.

We define W;’s advantage against ASS with respect to C by

Adng‘csr%s,?ffd(k) = | Pr[Expgnsha.cw, (17) = 1] — PrExpavsma e, (17) = 1]1.

We denote the set of W; who make ¢sg steganographic encoding queries and gsp steganographic
decoding queries in running time t by Wy(¢, gsg, qsp)-

Definition 7 (SS-CMSHA). We say that ASS is steganographically secure under the chosen
message/stegotext-and-history attack with respect to C (SS-CMSHA) if for any probabilistic poly-

ss—cmsha

nomial adversary Wq € Wa(t, qsi,qsp), Advissew, (k) is negligible in k.

Unforgeability. Second, we define the unforgeability, which is the property that anyone except
the sender cannot forge the stegotext which will be accepted by the receiver so that it contains some
hiddentext from the sender. Let ASS = (Stg_CGen, Stg KGen 4, Stg_KGen g, Stg_Enc, Stg_Dec) be
a scheme of public-key steganography with authentication and k a security parameter, and C
a channel. Let Wy be an adversary who forges the stegotext. We consider the experiments
Expcnva as follows:

Expcyma (1)



1. cp «— Stg_CGen(1%) and (pka, ska) «— Stg_KGen 4(cp).

2. Wy is given cp and pky.

3. Wy queries (m, h, pkr), where m is a message, h is a history, and pkp is receiver’s
public key which Wy chooses arbitrarily, to the steganographic-encoding oracle
STG_ENCyy, , pkp, and receives the stegotext, adaptively.

4. In the end, Wy outputs (s*, h*, pk}, sky,). Let m* «— Stg_Dec(cp, sk, pka, s*, h*).
If m* # 1 and Wy has not queried (m*, -, ), then return 1. Otherwise, return 0.

We define W;’s advantage against ASS with respect to C by
Advj‘ggfgj%if(k) = Pr[EXpCMHA,C,Wf(lk) =1].

We denote the set of Wy who make gsg steganographic encoding queries in running time ¢ by
We(t, qsE).

Definition 8 (EUF-CMHA). We say that ASS is existentially unforgeable under the chosen
message-and-history attack with respect to C (EUF-CMHA) if for any probabilistic polynomial ad-
versary Wy € We(t,qsE), Advj‘ggfgj{;f (k) is negligible in k.

4 The Construction

In this section, We construct a concrete scheme of public-key steganography with authentication
via a public-key encryption scheme and a digital signature scheme. We employ the idea for
constructing the public-key steganography by von Ahn and Hopper [11], Backes and Cachin [3],
and Hopper [6]. We show that our scheme is steganographically secure if the underlying public-
key encryption scheme satisfies IND$-CCA. We also show that our scheme is unforgeable if the
underlying digital signature scheme satisfies EUF-CMA.

4.1 Preparations

In this section, we prepare to construct a scheme with public-key steganography with authen-
tication by using a public-key encryption and a digital signature scheme. We employ the idea
for constructing the public-key steganography by von Ahn and Hopper [11], and Backes and
Cachin [3]. Let f: D — {0,1} be a hash function. Then, the following procedures Basic_Encode
and Basic_Decode have been proposed [11, 3].

Procedure Basic_Encode:
Input: target ¢ € {0,1}%, history h, bound k
Parse c as c1l|ca|| - - - ||cq, where ¢; € {0,1} for 1 <i<a
fori=1,2,...,a do

Let =0

repeat:

sample s; « Cp,, increment j

until f(s;) =c;orj >k

set h = hlls;.
Output: s1,s9,...,5,

Procedure Basic_Decode:
Input: documents sy, So,...,8, where s; € D for 1 <i<aq
fori=1,2,...,a do
compute ¢; = f(s;)
set ¢ = cql|eal] -+ - || cq-
Output: ¢



In this construction, Basic_Decode(Basic_Encode(c, h, k)) might not equal ¢. We call this the
encoding error and denote EEg as the event that the encoding error happens through the procedure.

Proposition 9. If f is e-biased on Cy for all h, then for all ¢ and h, there exists a negligible
function € in k such that Pr[EEg] < €.

Proof. We assume that |¢] = 1. Since f is e-biased on C, for all h, we have that
Pr[Basic_Decode(Basic_Encode(c, h, k)) # ] < (3 + ¢)¥ where ¢ € {0,1}. Considering the case
that |c| is polynomial, Pr[EEg] < |c|(3 +¢€)* by the union bound. We denote lc|(3 +¢)" by ¢, which
is negligible in k. O

We denote A(s,a,h,k) as Pr[Basic_Encode(c, h, k) = s1,589,...,S4|c < Uy}, and B(s,a,h, k)
as Prls = s1,82,...,8q4|s < C}]. If f is perfectly unbiased on Cj for all h, then A(s,a,h,k) =
B(s,a, h,k). In other words, the distribution of output of Basic_Encode(c, h, k) where ¢ is chosen
randomly from {0, 1}* is identical with that of documents according to Cj'. To keep more general,
we consider the case that f is e-biased on Cy, for all h.

Proposition 10. If f is e-biased on Cp for all h, then for any k and s = $1,82,...,8q,
|A(s,a, h,k) —B(s,a,h, k)| < ae.

Proof. We assume that a = 1. Since f is e-biased on Cj, for all h, we also assume without loss
of generality that Pr[f(z) = 0|z « Cp] = 5 + § where 0 < § < e. Furthermore, we assume that
f(s1) = 0. We note that 0 < Pr[s; < C,] < & + 6. Since c is chosen randomly from {0,1}, we
have that

o
—_

A(s,1,h, k) = {

| =

(% — 5>i Pr[s; « Ch]} + %(% + 5)k_1 Pr[s; « Cp).

Il
o

%

On the other hand, B(s, 1, h, k) = Pr[s; « Cp,]. Thus,

A(s,1,h, k) — B(s,1,h, k)| = Pr[s; Hch]];{“ (% —6)1} + %(% +5)H - 1]
=0
k—1 . B
G2
< G () =i

In the case f(s1) = 1, we can analyze the same as above. Furthermore, we can consider the case
a > 1 by applying the hybrid arguments to the analysis, and get the claimed result. O

In order to choose the hash function f, we can apply the notion of the universal family of hash
function.

Proposition 11. Let F be a strongly universal family of hash functions D — {0,1} and F a
random variable with the uniform distribution on F. Let hy,..., hy be any sequence of legal
histories. For 1 < i < m, let A; be a random variable with the distribution Cp, and B; a random
variable with the uniform distribution on {0,1}. Let L(k) = min Hy(Cr,). Then,

7

A[F7F(A1)a s 7F(Am)aFa Blv .. 7Bm] < m2_L(k)/2-



The proposition is a direct consequence of the leftover hash lemma [10]. We assume that for
every legal history h, Hy(Cp) € w(logk). Then from this proposition, for every polynomial p
and any h, Basic_Encode can operate on samples from C; and induce only a negligible statistical
distance in its output distribution.

Hopper [6] proposed the deterministic-encoding procedure D_Encode for constructing the
scheme of public-key steganography satisfying stronger security. Let f : D — {0,1} be a hash
function. Then, the procedure D_Encode is as follows:

Procedure D_Encode:

Input: target ¢ € {0,1}%, history h, bound k, randomness 71,... 7., where r; €
{0,1}) for 1 <i<a
Parse ¢ as c1||ca|| - - - ||cq, where ¢; € {0,1} for 1 <i<a
Let b=0;fori=1,2,...,a do
Let =0
repeat:

compute s; = channel(h,rp), increment j, b
until f(s;) =c;orj >k
set h = hlls;.
Output: s1,s9,..., 5,

In this construction, Basic_Decode(D_Encode(c, h, k, R)) where R « U, might not equal c. We
call this the encoding error and denote EEp as the event that the encoding error happens through
the procedure.

Proposition 12. If f is e-biased with respect to channel for all h, then for all c and h, there exists
a negligible function € in k such that Pr[EEp] < €.

Proof. The proof is similar to that for Proposition 9. O

4.2 The Algorithm

We now propose a scheme of public-key steganography with authentication via a public-key en-
cryption scheme, a digital signature scheme, and a procedure D_Encode.

Definition 13. Our proposed scheme of public-key steganography with authentication
ASS = (Stg_CGen,Stg KGen 4, Stg_KGenp, Stg_Enc, Stg_Dec) is as follows. Let PE =
(Enc_CGen, Enc_KGen, Enc, Dec) be a public-key encryption scheme whose message space is Mpg
and the length of the ciphertext generated by PE is lpg, and DS = (Sig_CGen, Sig_KGen, Sig, Ver)
a digital signature scheme whose message space and signature space are Mps and Sps, respec-
tively, and the length of the ciphertext generated by DS is lps. We assume that both the security
parameter of PE and that of DS are k, then the security parameter of ASS is the same k. We
also assume that Mps = Mps x {0,1}* x Sps. Let f : D — {0,1} be a hash function and
G :{0,1}F — {0, 1}xtPek g pseudorandom generator.

Algorithm Stg_CGen:

Input: 1%

Compute cpene — Enc_CGen(1F)
Compute cpgig «— Sig_CGen(1%)
Output: (cpenc, CPsig)

Algorithm Stg KGen 4:
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Input: CPenc; CPsig
Compute (pka, ska) < Sig-KGen(cpsig)
Output: (pky,ska)

Algorithm Stg KGeng:

Input: cpene, CPsig

Compute (pkp, skp) < Enc_KGen(cpenc)
Output: (pkp, skp)

Algorithm Stg_Enc:

Inpl-It: CPency CPsig; SkA, pkBu m, h
Choose 1 «— Uy,

Compute o — Sig(cpsig, ska, m||r)
Compute c « Enc(cpenc, pkp, m||r||o)
Compute s = D_Encode(c, h, k, G(r))
Output: s

Algorithm Stg_Dec:

Input: cpenc, CPsig, skp, pka, s (where s = (51,52,...,5815.)), h
Compute ¢ «— Basic_Decode(s)
Compute M «— Dec(cpenc, skg, cil|cal| - - ||cipe)

if M = 1 then return L

Parse M = ml|r||oc where |r| =k and |o| = lps
Compute d — Ver(cpsig, pka, m||r, o)

if d # 1 then return L

if s # DEncode(c, h, k, G(r)) then return L
Output: m

4.3 Security Proofs

In this section, we give the security proofs for our scheme. First, We show that our scheme is
steganographically secure if P& satisfies IND$-CCA.

Theorem 14. Let PE be a public-key encryption scheme, DS a digital signature scheme, and
ASS our proposed scheme of public-key steganography with authentication via PE and DS. We
assume that a hash function f: D — {0,1} is e-biased on Cy, for all h where € is negligible in k.
We also assume that f is é-biased with respect to channel for all h where € is negligible in k. If
PE satisfies IND$-CCA and G is a pseudorandom generator, then ASS satisfies the steganographic
security for any C.

Proof. Let Wy be an adversary in Wy(t, ¢sg, qsp) who breaks the steganographic security of ASS
with respect to C. We consider the experiments Exppg for i € {0,1,2,3,4} as follows:

Exppg(1¥)
1. cpenc < Enc_CGen(1%), cpsiy « Sig-CGen(1%), (pka, ska) < Sig-KGen(cpsig), and
(pkp, skp) < Enc_KGen(cpenc)-
2. Wy is given cpenc, CPsig, Pka, and pkp.

3. Wy can make access to the steganographic-encoding oracle STG_ENCg, pip- Wy
queries a message-history pair (m,h) to STG_ENCg,, pk,, and receives the corre-
sponding stegotext s. Wy can also make access to the steganographic-decoding or-
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acle STGDECy, pk,- Wa queries a stegotext-history pair (s, h) to STGDECsk, pk
and receives either the corresponding message m or a symbol 1.

4. Wy produces a message m™ and a history h* and passes it to the challenger. The
challenger passes s} to Wjy.

5. Wy continues to query the encoding oracle STG_ENCg, , »k, and the decoding oracle
STGDEC,,, pi, With the restriction that Wy may not query s; to STGDEC, pk , -

6. Wy outputs a bit .
7. Return 7.

We define s; for i € {0,1,2,3,4} as follows:

e s5: The challenger chooses r* « Uk . The challenger computes o* « Sig(cpsig, ska, m*||r*),
c* «— Enc(cpenc, pka, m*||r*||o*), and s§ = DEncode(c*, h*, k, G(r*)).

e s7: The challenger chooses C* <+ U,.. The challenger chooses r* « Uj and computes
s7 = DEncode(C*, h*, k, G(17)).

e s5: The challenger chooses C* «— U,,.. The challenger chooses R* < Uyxip.r and computes
s5 = DEncode(C*, h*, k, R*).

e s3: The challenger chooses C* < U, and computes s3 = Basic_Encode(C*, h*, k).
e s3: The challenger samples s} < CZPE .

We denote the set of W,; who make gsg steganographic-encoding queries and gsp s‘peganographic—
decoding queries in running time ¢ by Wy(t, ¢se, gsp). Let Adve y, (k) = | Pr[EpoP&C’Wd(lk)) =
1] — Pr[Expyg . Wd(lk) = 1]|. Then we have that

AR, (1)

|
E
=,
=
>
T
"U ()
w0
Q
E

+| PT[EXPPS c Wd(l ) =
= AdvQyy, (k) + Advey, (k) + AdvE gy, (k) + Adve gy ().

From Proposition 10, Advg’Wd(k) < Ipge. From the definition of channel, there exists a negligible

function € in k£ such that Adv%’W (k) < & Applying these and the following lemmas, we get the
claimed result.

Lemma 15. For some C, if there exists Wyq € Wy(t,qsE,qsp), then there exists Ag € Ag(t +
O(qse) + O(qsp),qsp) such that

ind$— ~
AdVRE (k) = (1 - ) AdvE y, (),
where € is negligible in k and ty is the time of computing the hash function f.

Proof. We construct an adversary Ay attacking the indistinguishability from random bits of PE
by using Wj.

Ay takes a common parameter cpen. and a public key pkp where cpen. + Enc_CGen(1%) and
(pkB, skp) «— Enc_KGen(cpenc). Aq runs cpgig «— Sig_CGen(1%) and (pka, ska) — Sig_KGen(cpsig),
and gets ¢psig and (pka,ska). Then Ag passes Wy (CPenc, CPsig), Pka, and pkp as a common
parameter, sender’s public key, and receiver’s public key, respectively.
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If W; makes a steganographic-encoding query (m,h), Ay chooses r <+ Uy and computes o «—
Sig(cpsig, ska, m||r), ¢ «— Enc(cpenc, pkp, m||r||o), and s <« D_Encode(c, h,k,G(r)). Then Aq4
passes s to Wy.

If W; makes a steganographic-decoding query (s, h), Ay computes ¢ = Basic_Decode(s) and
queries ¢ to Ag’s decoding oracle DECg4, and receives M. If M = 1, then Ay returns L
to Wy. Otherwise, Ay parses M = ml|r|lc where |r| = k and |o| = Ips and computes
d — Ver(cpsig,pka,m||r,o). If d # 1, then Ay returns L to W, Otherwise, A; computes
§ = DEncode(¢, h,k,G(r)). If § # s, then Ay returns L to Wy. Otherwise, Ay passes m to
Wy.

If Wy outputs (m*,h*) as Wy’s challenge, A; chooses r < U, and computes o* =
Sig(cpsig, ska, m*||r*) Then A, outputs m*||r*|[c* to Ag’s challenge oracle and receives c*. Ay
computes s* = D_Encode(c*, h*, k, G(r*)) and passes s* to Wj.

After the challenge phase, Ay continues to respond steganographic-encoding and
steganographic-decoding queries of W,; as before with the following restriction. In the
steganographic-decoding query phase, if ¢ is identical with ¢*, then A4 returns 1 to W.

However, if the encoding error happens in this simulation, A4 stops this attack.

Finally, if W, outputs a bit v, A4 outputs the same bit ~.

We note that when A, is given a ciphertext of m*||r*||o*, A4 perfectly simulates ExpOPS’aWd (1)
for Wy. Therefore Pr[Exp%CA’Ad(lk) = 1] = Pr[EEp] Pr[Exp%s,C’Wd(lk) = 1]. On the other hand,
when A, is given a random string, Ay perfectly simulates EXP%’S,C,Wd(lk) for Wy. Therefore
Pr[ExpECA,Ad(lk) = 1] = Pr[EEp] Pr[Expigsycjwd(lk) = 1]. From Proposition 12, there exists a

negligible ¢ such that Pr[EEp] = 1 — é. Hence,

Adviﬁiﬁfa(k) = | Pr[Expgca.a,(1¥) = 1] — Pr[Expecaa,(17) = 1]]
= | Pr[EEp) Pr[Exppg ¢, (1)) = 1] — Pr[EEp) Pr[Exppg ¢y, (1)) = 1]]
= (1-@&)Advey, (k).

O

Lemma 16. For some C, if there exists Wgq € Wq(t,qse,qsp), then there exists Ay € App(t +
O(qse) + O(qsp)) such that

Advgt, (k) =(1- &AdvVE (k)
where € is negligible in k.

Proof. We construct an adversary A, attacking the randomness of G' by using Wj.

A, takes as input z* € {0, 1}Fxtrek from Ap’s challenger. Ay, runs cpepe Enc_CGen(1%),
(pkB,skp) < Enc_KGen(cpenc), CPsig — Sig_CGen(1%), and (pka, ska) < Sig_KGen(cpsig). Then
A, passes Wy (CPene, CPsig), Pka, and pkp as a common parameter, sender’s public key, and
receiver’s public key, respectively.

If Wy makes a steganographic-encoding query (m,h), A, chooses r < Uj and computes
o — Sig(cpsig, Ska, m||r), ¢ < Enc(cpenc, pkp, m||r||o), and s < D_Encode(c, h, k, G(r)). Then A,
passes s to Wy.

If W4 makes a steganographic-decoding query (s, h), A, computes ¢ = Basic_Decode(s) and
M Dec(cpene, skp, s). If M = 1, then Ay, returns L to Wy. Otherwise, Ay, parses M = m||r||lo
where |r| = k and |o| = lps and computes d « Ver(cpsig, pka, m||r, o). If d # 1, then A, returns
1 to Wy. Otherwise, A,, computes § = DEncode(¢, h,k,G(r)). If § # s, then A, returns L to
Wy. Otherwise, A, passes m to Wjy.

If Wq outputs (m*,h*) as Wy's challenge, Ay chooses C* «— U,, and computes s* =
D_Encode(C*, h* k, z*), and passes s* to Wj.
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After the challenge phase, A,  continues to respond steganographic-encoding and
steganographic-decoding queries of W; as before with the following restriction. In the
steganographic-decoding query phase, if ¢ is identical with c*, then A, returns L to Wjy.

However, if the encoding error happens in this simulation, A,, stops this attack.

Finally, if Wy outputs a bit v, Ay, outputs the same bit .

We note that if z* is the value G(r*) where r* « U, Ay, perfectly simulates Expopsp’wd(lk)
for W,4. Therefore Pr[Exp%RG’G’AW(lk) = 1] = Pr[EEp] Pr[Exp%,S@Wd(lk) = 1]. On the other
hand, if z* is chosen randomly from {0, 1}¥*Pek A, perfectly simulates Exp%,&awd(lk) for Wy.
Therefore Pr[EXP%’RG,G,APT(lk) = 1] = Pr[EEp] Pr[EXPQPS,C,Wd(lk) = 1]. From Proposition 12,

there exists a negligible € such that Pr[EEp] = 1 — é. Hence,

Advg%Apr(k) = |PT[EXPOPRG,G,AW(1IC) =1] - Pr[EXp%DRG,G,AW(lk) =1]|
= | Pr[EEp] Pr[EXP%’S,C,Wd(lk)) = 1] — Pr[EEp] Pr[EXp%’S,C,Wd(lk)) =1]|
= (1—@&)Advey, (k).

Second, we show that our scheme is unforgeable if DS satisfies EUF-CMA.

Theorem 17. Let PS be a public-key encryption scheme, DS a digital signature scheme, and
ASS our proposed scheme of public-key steganography with authentication via PE and DS. We
assume that a hash function f : D — {0,1} is e-biased on C for all h where € is negligible in k.
We also assume that f is é-biased with respect to channel for all h where € is negligible in k. If DS
satisfies EUF-CMA, then ASS satisfies the unforgeability for any C. In particular, for some C, if
there exists Wy € Wy(t,qsE), then there exists Ay € Af(t + O(gsg),qsk) such that

AdvSEEm (k) = (1 — ) AdvSETRR, (),
where € 1s negligible in k.

Proof. We construct an adversary Ay who forges a signature of DS by using W7.

Ay takes a common parameter cpsy, and public key pka where cpgiy Sig_CGen(1¥) and
(pka, ska) < Sig-KGen(cpsig), Af TuUns Cpenc Enc_CGen(1¥). Then Ay passes Wy (CPenc, CPsig)
and pk4 as a common parameter and sender’s public key, respectively.

If Wy makes a steganographic-encoding query (m,h,pkr), Ay chooses r « Uj, and queries
ml|r to Ay’s signing oracle and receives o which is a signature for m||r. Ay computes ¢
Enc(cpenc, pkr, m||r||o) and s = D_Encode(c, h, k,G(r)), and passes s to Wy.

However, if the encoding error happens in this simulation, A stops this attack.

Wy outputs (s*, h*, pky, ski,). Ay computes ¢* = Basic_Decode(s*), M* « Dec(cpenc, skp, 5*),
and phases M* = m*||r*||c* where [r*| = k and |0*| = Ips. Then As outputs (m*||r*,c*). By
construction, if s* is a valid stegotext for (m*, h*), then o* is a valid signature for m*||r*. From
Proposition 12, there exists a negligible ¢ such that Pr[EEp] = 1 — é. Thus, Adv%g:;;“(k) =

Pr[EEp]AdvEETR, (k) = (1 - O AdvEETT (k). O
As a result, we can show the following theorem.

Theorem 18. Let PS be a public-key encryption scheme, DS a digital signature scheme, and
ASS our proposed scheme of public-key steganography with authentication via PE and DS. We
assume that a hash function f : D — {0,1} is e-biased on C for all h where € is negligible in k.
We also assume that [ is €-biased with respect to channel for all h where € is negligible in k. If
PE satisfies IND$-CCA, DS satisfies EUF-CMA, and G is a pseudorandom generator, then ASS
satisfies the steganographic security and the unforgeability for any C.
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Proof. If ASS does not satisfy SS-CMSHA, then we have that either PE does not satisfy IND$-
CCA or G is not a pseudorandom generator because of Theorem 14. If ASS does not satisfy
EUF-CMHA, then we have that DS does not satisfy EUF-CMA because of Theorem 17. Therefore,
we get the claimed result. O

5 Conclusion

In this paper, we have proposed public-key steganography with authentication. We have defined
the security notion of public-key steganography with authentication, which were the stegano-
graphic security and the unforgeability. We have constructed a concrete scheme of public-key
steganography with authentication via a public-key encryption scheme and a digital signature
scheme. We have shown that our proposed scheme of public-key steganography with authentica-
tion is steganographically secure and unforgeable if the underlying public-key encryption scheme
satisfies IND$-CCA and the underlying digital signature scheme satisfies EUF-CMA.
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